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Ar Cloud

1. MANUAL DE UTILIZADOR

Este documento tem como objetivo facilitar a utilizacdo da consola dos servicos de protecao de dados da Ar
baseados na tecnologia Veeam.

Esta versdo do documento é dirigida a parceiros (“Resellers”) e inclui funcionalidades acrescidas face a versao
para clientes finais.

Qualquer uma das versdes & uma simplificagdo da documentagao da Veeam, adaptada para os cenarios mais
comuns. Para obter informacbes e formacdo mais detalhadas, recomendamos que Vvisite

https://www.veeam.com/pt/products/service-provider/console/resources.html
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https://www.veeam.com/pt/products/service-provider/console/resources.html

2. ACESSO

A plataforma de gestao dos servigos Backup as a Service e 365 Backup, esta disponivel através de enderego
URL publico, sendo por isso acessivel de qualquer parte do mundo através de browser com acesso a internet.
Sempre que o cliente contrata um destes servigos, a Ar cria a entidade e um utilizador com os privilégios
relevantes, e envia por email a ficha de acesso ao servico.

Antes de aceder ao portal, deve confirmar os dados disponibilizados pela equipa de provisdo da Ar, presentes
no e-mail de Boas Vindas, que consistem no nome de utilizador e respetiva Organizagao, a palavra-chave e o
URL de acesso. O acesso a consola faz-se entdo através de web browser seguindo o seguinte URL:

https://dpconsole.artelecom.pt:1280

Ar

BaaS Portal

Pleaselogin

Enter Company\User

Enter Password

Forgot password?

E necessério que a comunicacéo para o exterior da sua organizacao através da
porta TCP 1280 nao esteja bloqueada por firewall ou software anti-malware.

Para aceder, introduzir o utilizador e password enviados pela Ar, no formato Reseller Name\User.
Se a Autenticagéo Multi Factor estiver ativa, sera solicitado o codigo gerado pela aplicagéo autenticadora. Por

defeito, 0 acesso € entregue em modo de autenticagdo simples, podendo ser alterada posteriormente pelo

cliente.
M_GP_301v3.0 Servigo de apoioaclientes
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3. CONFIGURAGAO DE RESELLER
Ao entrar no portal, sera mostrada a pagina “Overview" onde pode ver informagdes varias sobre o estado e
configuragdes dos servigos.

No modo Reseller, o portal para o revendedor encontra-se nao formatado, ou seja, sem qualquer modificagao

n i o lab.reseller ‘ e

Veeam Service Provider Console  cervicn Provicer Global Administrator
All Companies v

Overview
All Locations

Data Platform Scorecard Organizations Health Choose region with managed companies.
Monitoring
2 overview Most Affected Company Most Triggered Alam Compary

company2 Computer without backup 20f4
[} Active Alarms

o
@G RPOZSLA 0% e0 @1
5 Resources & Billing RPO Overview (24 Hours) 2

Analytics 0.0 %

B Session States

A There are 3 companies with no region set. Go to Company settings

[y TOPs
A7 Trends
Management 0% e0e0
" . Job Sessions Overview (24 Hours) 2
& Backup Jobs High Risk @ Healthy
Your Data Platform Status Score is below 50%. ® Warning
() Protected Data ® Error Highchar
Ciients
[f3 Companies
Protected Data Overview Quota Usage Not to Miss
£ Discovery
Backup Agents Portal Overview
Reporting -
Unlimited Uniimited Quota Set
B Reports [& Onboarded Companies
& Consumed Points (Total)
Workload: Managed Tenants
Name Quantity Size
1 15% View more > Backup Overview
® Computers 1 1568

3.1 Perfildoreseller
O primeiro passo é fazer a configuragao do Reseller.
Paraisso, devera carregar em “Configuration” no canto superior direito, seguido de “Information” no menu lateral

esquerdo.

o lab.reseller -
< Service Provider Global Admin/strator

£53 Configuration
1

Organizations Health Choose region with managed companies ~ T~ Go Back
Most Affected Company Most Triggered Alarm Company Health Total Active Alarms
company2 ‘Computer without backup 20f4 5

4\ There are 3 companies with no region set. Go to Company settings

0% e0 @1
RPO Overview (24 Hours) =]
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M_GP_301v3.0

Veeam Service Provider Console

@ Exit Configuration .
Information

E  Getting Started

My Company @ Yourchanges are not saved yet.

B information
Type in your company address and other information to be used in the biling reports.
Backup Portal

Branding Company name LAB_RESELLER

&2 Roles & Users

Internal 1D 4h649fc0-a839-4d4f-b0ad
5 Templates
Veeam ProPartner ID:
& Server Settings
Login alias:
Plugin Library
S catalog Tax ID:
Security Country: Portugal ~
Audiit L
o9 State/Region: Lisboa ~
[ MFA Settings
ZIP code:

AR RFST API Kaue

Neste formulario podera preencher dados especificos da sua organizagao.

3.2 Branding

O portal permite aos parceiros (Resellers) a modificagdo do branding. Caso ndo o fagam, o portal sera
apresentado com a configuragao default Veeam e ndo com o branding Ar.

Paraisso, devera ir a "Configuration” no canto superior direito, seguido de “Branding” no menu lateral esquerdo.

ke Provider Global Administrater

Veeam Service Provider Console & Poreseler v B Q ‘ £ configuration

@ Bt Configuration

Branding
B Getting Started
Appearance  Portal Address  Logos
My Company _—
£ Information Color Scheme:

‘The color scheme determines the set of colors used in the user interface. Color scheme.

Backup Porta
=k selection applies 1o al users logged in o the portal.

® Branding
S SEEGEEn

([ Templates

[& ServerSettings

B AuditiLog

Aqui podera alterar as caracteristicas do portal:

e Esquema de cores

e Enderego web do Portal: FQDN incluindo a porta (exemplo:
https://reseller1.dpconsole.artelecom.pt:1280)

e Nome do Portal

e Logo da péagina de Login (a imagem deve ser no formato PNG sem transparéncia com as dimenses maximas
de 48x48 pixels)

Servigo de apoioaclientes
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https://reseller1.dpconsole.artelecom.pt:1280/

e Grafico da pagina de Login (aimagem deve ser no formato PNG sem transparéncia com as dimensdes maximas

de 756x450 pixels)

e Logo do Portal (a imagem deve ser no formato PNG sem transparéncia com as dimensdes maximas de 400x32
pixels)

e Logo dos Relatérios (a imagem deve ser no formato PNG sem transparéncia com as dimensdes maximas de
200x45 pixels)

e icone do Web site (aimagem deve ser no formato ICO com as dimensdes 16x16 pixels)

3.3 Notificagcoes
Para receber notificagdes por email, &€ necessario primeiro configurar um servidor SMTP.
Para isso, devera ir a “Configuration” no canto superior direito, seguido de “Server Settings” no menu lateral

esquerdo.

Veeam Service Provider Console Q breeter e~ | B | O

(@ Exit Configuration

Server Settings
E Getting Started
My Compsny
T2 Information
SMTP server: () smtp.artelecom.pt (Connection has been successfully verified)
Backup Porta
Configuration: Test email notification | Reset email server settings
3 Branding

25 Roles & Users Default sender address: | pedrofrelre@ar.pt

[ Templates Default sender name: Set the default sender name (optianal)
@ ez
Choose the level of natifications you want to use:
Pugn Lirary )
N email notifications Summary emails only Emails on every event  (
& catalog . 03 .

Neste formulario & possivel configurar o servidor SMTP e varios outros parametros, incluindo o nivel de
notificagdes pretendido.
Aqui surge a indicagao de SMTP server "Not set yet..." ou 0 endereco do servidor caso tenha sido configurado

previamente. Em qualquer dos casos, carregando em cima, é possivel (re)configurar em conformidade:

Save
SMTP server: () smtp.artelecom.pt (Qonnectiont * o B
Email Server Settings S
Configuration: Test email notification | Reset email
Default sender address: [ pedro.freire@ar.pt Authentication type: | Basic ™
Default sender name: [ Set the default sender name (option SMTP server: smtp.artelecom.pt
- Port: 25 ~
Choose the level of notifications you want to use: ~
No email notifications Encryption protocol: | Auto v
L)
Requires authentication

Alarms .
Specify email settings to use in alarm notifications: ) -

Name (optional): [

From: [
Cancel

To f !
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3.4 Autenticacao Multi-Factor (MFA)

Para seguranca adicional, pode configurar a autenticagdo multi-factor para o acesso ao portal.

O método é baseado no algoritmo TOTP e implica a instalagado de uma aplicagdo num dispositivo confiavel, por
exemplo, smartphone. Todas as aplicagbes que usem o mecanismo TOTP sado suportadas, no entanto,
recomenda-se o0 Google Authenticator.

A sua utilizagao pode ser forgada para todos os utilizadores ou pode ser configurada caso a caso. No caso de

nao ser forgada, a MFA pode ser configurada pelo préprio utilizador ou pelos administradores.

Para aceder a configuragao, devera ir a "Configuration” no canto superior direito, seguido de "MFA Settings" no

menu lateral esquerdo.

Veeam Service Provider Console ) - | (=Y ‘ Q : 2% configuration !

Senvce Prowkder Giobal Administrator

@ Exit Configuration

MFA Settings
[ Getting Started

Require MFA usage for backup portal users: (@ | Off
My Company

ged companies wil b offered 1o configure: MFA for their

[ information @ Upne ;
accounts the TOTR (T agortiom

Backup Portsl Fany 1s 10 integrate with 3 party sppications va ussmame/

& Branding

ancther authentication method.
oe

22 Roles & Users or the most popular mobile platforms:
[ Templates

Ea server settings rutarty enabie and disable MFA access for managed companies if this setting was not enforcd By your service
t,use cony stings

Y
provider. To do that, use company profile e

Plugin Library
B8 Catalog

@ AuditLog

4 REST APIKeys

Forcar a utilizacao para todos os utilizadores

Esta funcionalidade s6 pode ser ativada pelos administradores.

MFA Settings

Require MFA usage for backup portal users: () On

Q Upon enabling this option all your portal users including your managed companies will be offered to configure MFA for their
accounts. The multi-factor authentication engine is based on the TOTP (Time-based One-time Password) algorithm.

If any user with enabled MFA is using backup portal REST APIs to integrate with 3rd party applications via username/
password method, then these integrations will stop working.

To resolve that, all integrations need to switch to another authentication method.
Below you can find a list of applications to use for the most popular mobile platforms:

Android — Google Authenticator
iPhone — Google Authenticator

You can granularly enable and disable MFA access for managed companies if this setting was not enforced by your service
provider. To do that, use company profile settings.
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Ao utilizador que ainda nao tenha a MFA configurada sera pedido para o fazer aquando do login:

e ——

g
Edit Profile X M
Your portal administrater has enforced the multi-factor h:
authentication (MFA) policy. To continue working with the portal, th

you must set up the MFA access for your account.

“‘0

Neste quadro devera ativar a autenticagdo multi-factor, instalar a aplicagcao para a plataforma pretendida e

configurar através do scan do codigo QR.

Multi-Factor Authentication

Configure MFA access for your user account.

MFA access: @

~~ Multi-factor authentication is not configured. Generate the QR code and set up an
' authentication app to complete the operation.

WL

Upon enabling this option you will be prompted to put in a secret code after
logging in to the backup portal.

If you are using backup portal REST APIs to integrate with 3rd party
applications and use your credentials for authentication, then these

integrations will stop working.

To resolve that, you need to start using other authentication methods.

Install a compatible app on your mobile device or computer

1. Install a compatible app on your mobile device or computer:
Android — Google Authenticator

iPhone — Google Authenticator

2. Scan the QR code using your device's camenf. Generate the QR code...
Previous Next m Cancel |

4

Ativacao de MFA em utilizadores especificos — configurado por administradores

Ir a “Configuration” no canto superior direito seguido de “Roles & Users" no menu lateral esquerdo
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[#f) Veeam Service Provider Console = . )

@ Exit Configuration

Roles & Users
[ Getting Started
My Company  Managed Companies  Single Sign-On

My Company
[& Information
LocalUsers  SSO Rules
Backup Portal
3 Branding Company Q  logn O roe Il B BB @G Q& B wmasaus m B B B
[ Templates + New E R Enab D 3 MF
[& Server Settings
FirstName: LastName | Roke site Company Name Status Login MFA Status
Phagky Library Selected: 0of5
8 catiog John Doe Subtenant Ar Telecom - Deep Protection company? (!) Enabled owner_ym-snome862]  Notenforced
R Company Owner Ar Telecom - Deep Protection company2 () Enabled owner2 Not enforced

Selecionar a opgao pretendida: “My Company” (reseller) ou “Managed Companies” (organizagdes geridas pelo

reseller), selecionar os utilizador(es) pretendido(s) e forgar MFA:
Roles & Users

My Company Managed Companies Single Sign-On

Local Users  SSO Rules

Company Q Login Q rolee Al B2 B OB @G @ & [ MFAas:
+ New / Edit X Remove ") Enable  © Disable
5 Enforce poli
[®] First Name LastName | Role
Selected: 1of 5 Da Disable enfarcement
4 John Doe Subtenant ction
(. ) [ Reset configured MFA
- - Company Owner Ar Telecom - Deep Protection

Ativagao de MFA configurada pelo proprio utilizador

Apods o utilizador fazer login, devera ir ao icone de utilizador e carregar em "Edit Profile”.

@ johndoe o |

- Company Owner

S Edit Profile

O Log Out
Company Health

Alarms with 24 Hours Age
N/A

Most Affected Object
N/A

Total Resolved Alarms
N/A

Mnct Affantad Inh

De seguida, carregar em “Multi-Factor Authentication” no menu lateral esquerdo.
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Edit Profile

O userinfo
O Login Info
O Portal Branding

O summary

Multi-Factor Authentication

Configure MFA access for your user account.

MFA access: (@ ) Off

Upon enabling this option you will be prompted to put in a secret code after

logging in to the backup portal.

If you are using backup portal REST APIs to integrate with 3rd party
applications and use your credentials for authentication, then these

integrations will stop working.

To resolve that, you need to start using other authentication methods.

Install a compatible app on your mobile device or computer

1. Install a compatible app on your mobile device or computer:

Android —

iPhone — G

2. Scan the QR code using your device's camera: G

Previous

Next Cancel

Neste quadro devera ativar a autenticagdo multi-factor, instalar a aplicagcao para a plataforma pretendida e

configurar através do scan do codigo QR.

3.5 Configuragao de tarifarios (planos de subscri¢ao)

Os resellers podem criar planos de subscrigao, tantos quantos forem necessarios, que serao atribuidos a um ou

mais das suas empresas clientes ("Companies”). Estes planos ndo sdo usados no nosso modelo comercial.

Se o pretenderem fazer, devem ir a “Configuration” e em seguida, no menu lateral esquerdo, carregar em

“Templates”.

Veeam Service Provider Console

©, labreselier %
S senvice Provider Global Adrinitrator

@ Exit Configuration
Templates

F Getting Started
My Company

Information
& Subseription Plan Q Type Al [H &
Backup Portal

Q) By Frie Type: Pradefined, MyPlans X = Clear All

23 Roles & Users I

l + New

& s Settings Subscription Plan T Companies

Cliente final seifservice - 12 meses 0
Pugin Library

B Ccatabog Cliente final seffsarvice - 12 mes... 0

Subscription Plans Backup Policies Predefined Alarms

Currency Tax
EUR VAT 23%
EUR VAT 23%

Discount  Created by Description
0% LAB RESELLER

0% LABRESELLER

Aqui poderéo ver e editar os planos ja criados, bem como criar novos planos. E possivel copiar um plano existente

para um novo plano, ndo tendo de introduzir todos os dados novamente.
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Veeam Service Provider Console

© Exit Configuration
Templates

E  Getting Started
Subscription Plans Backup Policies Predefined Alarms

My Commpany
f2 Information
& Subscription Plan Q Type Al [ &
Backup Portal
_ Fiter: Type: Predefined, MyPlans X =2 Clear All
Branding v
22 Roles & Users -
” Edit Ll Co Remove
B Templates
SubscriptionPlan T Companies

& Server Settings

o Cliente final selfservice - 12 meses 0
Plugin Library

B catalog Cliente final selfservice - 12 mes... 0

Security

3.6 Gestao de utilizadores do Reseller
Além do utilizador gestor do Reseller (Global Administrator), que foi enviado no seu e-mail de Boas Vindas, é

possivel e desejavel criar outros utilizadores com perfis distintos.

Nao é possivel apagar ou inibir o utilizador gestor (Global Administrator) do
Reseller criado pela Ar.

Para isso, devera carregar em “Configuration” no canto superior direito, seguido de “Roles & Users" no menu
lateral esquerdo.
[ Veeam Service Provider Console Q brmeler e~ | B | QD

@ Exit Configuration

Roles & Users
[ Getting Started

My Company  Managed Companies  Single Sign-On
My Company o —

[& Information
LocalUsers S50 Rules
Backup Portal
) Branding Company Q Login O Roe Al B B @G @ O B Mrastaws Al ’
Y c |

B Templates + New E R Enab 0 3 M
[& Server Settings

First Name: LastName | Role site Company Name Status. Login MFA Status
Phagky Library Selected: 0of5
8 catiog John Doe Subtenant Ar Telecom - Deep Protection company? (!) Enabled owner_ym-snome862]  Notenforced
Securty . - ‘Company Owner Ar Telecom - Deep Protection company2 () Enabled ownerz Not enforced

Neste quadro tem a opgéao de gerir os utilizadores proprios do Reseller (“My Company”) ou das companhias
geridas ("Managed Companies”).

Aqui pode criar, editar, remover, ativar ou inibir utilizadores, assim como definir o estado de autenticagao mullti

factor.
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Ar Cloud

No caso do Reseller, o utilizador pode estar associado a um dos seguintes perfis:

e Service Provider Global Administrator: utilizador criado pela Ar aqguando da configuragao do Reseller.
Este utilizador ndo pode ser alterado nem eliminado.

e Service Provider Administrator: este utilizador tem as mesmas permissdes que o Global
Administrator, mas pode ser eliminado pelo ultimo.

e Service Provider Operator: permite gerir a operagao e todo o processo de configuragao e execugao
de copias de seguranca e restauros.

e Service Provider User: estes utilizadores apenas tém permissao de leitura de informagao parcial.

e Service Provider Invoice Auditor: este perfil apenas da acesso ao menu “Invoices” onde pode

consultar e processar informagao sobre faturagao.

E possivel modificar o perfil de utilizador mais tarde, bastando para isso editar o
utilizador e alterar para o novo perfil pretendido. Nao é possivel fazé-lo para o
utilizador que esta com a sessao iniciada.

De seguida apresentam-se as instrugdes para criar utilizadores locais do préprio Reseller. Também ¢é possivel
definir configuragdes Single Sign-0On, sendo que para isso & necessario primeiro adicionar um Identity Provider
seguido da criagdo das regras de SSO. As instrugdes para tal ndo se encontram no ambito deste documento

devendo para isso consultar o site da Veeam em https://www.veeam.com/pt/products/service-

provider/console/resources.ntml

Para criar um utilizador local do Reseller, carregar em “New" no separador “My Company":

(© Exit Configuration
Roles & Users

Managed Companies Single Sign-On

Local Users SSO Rules

B Getting Started
My Company
% Information

Backup Portal

@) Branding Login Q Rolee Al B OE B @ @B

&% Roles & Users

E} Templates

& Server Settings

First Name LastName T

Plugin Library Selected: 0 of 1

B catalog LAB Reseller
M_GP_301v3.0 Servicode apoioaclientes
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A informagcéo sobre o utilizador é opcional e pode ser deixada em branco, bastando preencher a informacao de

login:

< Back New Local User < Back New Local User

© Userinfo User Info O UserInfo Login Info
Enter username and contact information. Specify login and password for the user.

© LoginInfo

Title: ~ Login: userl
First name: Password: [T 1] e
Last name:

9

Confirm password: [ 00000

Email address:

De seguida escolhe-se o perfil a atribuir ao utilizador. E possivel obter informagdo mais detalhada sobre as

permissdes de cada tipo de perfil seguindo o link apresentado neste quadro.

< Back New Local User

O Userinfo Rale

Specify a role to assign to the user.
O Login Info

Role: | Service Provider Administrator v
© Role

Service Provider Administrator has access to all monitoring, reporting, and billing data and can perform all types of management actions for
the managed companies but cannot modify or remove Service Provider Global Administrator.

l detailed information on the permissions for each user role.

< Back New Local User

O UserInfo Role
Specify a role to assign to the user.
O Login Info
Role: | Service Provider Administrator o
© Role p
o | Service Provider Administrator onitoring, reporting, and billing data and can perform all types of management actions for
~ yove Service Provider Global Administrator.

Service Provider Operator |
ssions for each user role.

Service Provider User

Service Provider Inveoice Auditor

Finalmente a opgao de obrigatoriedade de autenticagao multi-factor:

M_GP_301v3.0 Servicode apoioaclientes
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< Back New Local User

o Upon enabling this option user will be asked to configure multi-factor authentication for the backup portal.
Multi-Factor Authentication

O userinfo Multi-Factor Authentication
Configure MFA access.
O LoginInfo
Mandatory MFA usage: (@ ) Off
) Role
o

O ultimo passo é rever os dados inseridos e finalizar a criagao do utilizador.

< Back New Local User

(O UserInfo Summary
Review user details and click Finish to exit the wizard.
O Login Info
User Info
O Role .
First name:
Last name:

(O Multi-Factor Authentication
Email address:

© summary Usemame: userl
Role
Role: Service Provider Administrator

Multi-Factor Authentication

MFA status: Not enforced
Previous Cancel
M_GP_301v3.0 Servicode apoioaclientes
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4. GESTAO DE COMPANHIAS PELO RESELLER

Na consola Veeam Service Provider Console (VSPC), um cliente de um reseller denomina-se Company. Uma

companhia € uma organizagao que consome recursos respeitantes a um reseller.

Para aceder a gestao de companhias, ir a “Companies” no menu lateral esquerdo do quadro principal da consola.

Aqui podera verificar o estado das companhias e efetuar agdes sobre as mesmas:

Criar

Editar

Remover

Ativar ou desativar

Gerir Localizagbes e Utilizadores
Associar um plano de subscri¢ao
Reiniciar o token de segurancga
Reenviar o email de Boas Vindas

Forcar ou ignorar o uso de autenticagao multi-fator

Veeam Service Provider Console

All Companies ~
Overview
Data Platform Scorecard Organizations
Monitoring
B Overview Most Affected Com
N/A
Active Alarms
= A Thereis1
[x}
RPO & SLA
© N/A

) Resources & Billing RPO Overview (24 Hours

Analyties

M Session States

s TOPs
47 Trends
Clients N/A
- s S I ® Healthy
- ® Warning
Q Discovery ® Error

Inicialmente ndo existem companhias criadas, pelo que, sera necessario cria uma.

M_GP_301v3.0
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4.1 Criar companhia

All Companies ~
Companies
Monitoring Company Q MFAstatus: Al [ [&
Overview
[} Active Alarms
LR Company T MFA Status Administrators  Portal Users State

» -
T3 Resources & Billing No data to display
Analytics

M Session States

& TOPs

47 Trends

O processo de criagao de uma companhia é semelhante ao da configuragao do perfil do reseller, sé que neste
caso:

e énecessario indicar o “Company name”;

e apesar de ser opcional, deve também preencher os dados de um contacto dessa companhia (o
enderego de email aqui configurado sera considerado o Company Owner e sera usado para enviar
notificagées como o welcome email e alarmes);

e Company ID é opcional e podera servir para identificar a companhia com um codigo especifico do
reseller;

e Veeam Tenant ID sera obtido automaticamente ap6s configuragao do mapeamento com VCSP Pulse
(opcional)
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< Back New Company

© Company Info Company Info
Specify company name and contact information.

Company name: | MyFirstCompany1

Login alias:

Tax ID:

Title: ~
First name: userl

Last name:

Email address: [ useri@myfirstcompanyl.com| ]

Telephone:

Country: ~vo | (@

Company ID:

Veeam Tenant ID:

ZIP code:

Website:

Next Cancel

Neste quadro introduzem-se os detalhes do utilizador do portal para esta companhia.

< Back New Company

O Company Info User Info

Create the backup portal user account.

© userinfo
X Username: user]
O services
Password: 00000000000000 o
Confirm password: | 0000000000000 o
The specified credentials apply to the Company Owner user account in the \feeam Service Provider Console only. They are not
linked to the Veeam Cloud Connect tenant account. Tenant accounts should be configured separately in the
Veeam Cloud Connect plugin.
M_GP_301v3.0 Servicode apoioaclientes
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O passo seguinte sera configurar os servigos associados a esta companhia.
Existem trés tipos de servigos que podem ser configurados aqui mas a opgao a escolher devera ser Cloud

Connect Services

< Back New Company

O Company Info Services
Configure services that you want to provide to the company.
O userinfo
Remote Services Hosted Services Cloud Connect Services
© services

Cloud Connect services

Cloud backup resources: [ ] Off
Enable the possibility to store backups in a cloud repository.

ﬂ If you want to create or map cloud tenants to this company, go to the Veeam Cloud Connect plugin.

A configuragdo dos servicos Cloud Connect é efetuada no quadro de configuragdo do plugin (em

https://dpconsole.artelecom.pt:1280/plugins/vce/resources):

Services

Configure services that you want to provide to the company.

Remote Services Hosted Services Cloud Connect Services

Cloud Connect services

Cloud backup resource
Enable the possibility to store Dackups in a cloud repository.

o If you want to create or map cloud tenants to this company, go toffhe Veeam Cloud Connect plugl

A consola permite medir os recursos atribuidos e consumidos pelas companhias, calcular os custos desses
recursos, e gerar uma fatura para cada companhia.

A lista dos servigos/recursos e os valores encontra-se definida nos “Subscription Plans".

Neste quadro é possivel optar por nao fazer qualquer tipo de billing, selecionar um plano criado anteriormente
ou criar um novo plano. A opgao de criar um novo plano leva-nos para o mesmo quadro visto anteriormente na
secgao de CONFIGURAGAO DE RESELLER.
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A opgao recomendada € “No billing”

< Back New Company

(O company Info Billing
Select the desired subscription plan.
() UserInfo
-+ Create New...
O services @ Cliente final selfservice - 12 meses
Created by: LAB_RESELLER
© Biling

View details...

Cliente final selfservice - 12 meses_copy
Created by: LAB_RESELLER
View details...

No billing

Permite ativar a autenticagdo multi-factor para todos os utilizadores. Na préxima sessao de login de cada

utilizador sera solicitado que configure a MFA.

< Back New Company

O Company Info Multi-Factor Authentication
Configure MFA access for the company.
O userInfo
Require MFA for local users: (] Off
O services

@ This option enforces MFA for the local users only. For the users logging in with Single Sign-On option, MFA configuration should
be dane on the Identity Provider side. Upon enabling this option all local users of this company will be prompted to put in a secret
O Billing code after logging in to the hackup portal. If this company is using backup portal REST APls to integrate with 3rd party
applications via usemame/password methad, then these integrations will stop working. To resolve that, administrators of this
company need to start using ather authentication methods.
| © Multi-Factor Authentication

Aqui € possivel personalizar o welcome email e os parametros de notificagdes de alarmes.

E possivel incluir tanto texto simples como tags HTML na secgéo de texto do email.
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M_GP_301v3.0

< Back New Company

(O Company Info Notifications

Configure notification settings for the company.

) UserInfo

Welcome email
O services

Include custom text: (@ | Off
O Billing

Specify text to add to the welcome email. It may contain URL: (1)

(O Multi-Factor Authentication

© Notifications

4 Preview welcome email...
Predefined alarms

Company alarms: (@ | Off

ﬂ Upon enabling this option, all alarms in the client's backup portal will be enabled by default. This option is recommended when
managed companies have their own technicians monitoring backup job states.

Ao ativar "Enable company alarms” esta companhia tera o seu proprio conjunto de alarmes e os utilizadores do

portal poderao verificar os mesmos no portal.

Finalmente, na secgao “Summary” podera rever as configuragdes e ativar a Companhia.

As credenciais a usar para aceder a consola VSPC serdo no formato <CompanyName>\<Username>

4.2 Criacao e gestao de Tenants
Conforme mensagem no quadro 4.1.1 (User Info), para que esta companhia tenha acesso aos repositorios
contratados a Ar, € necessario configurar o utilizador no plugin Cloud Connect, com as credenciais enviadas

no email de boas vindas enviado pela Ar.

A configuragao do tenant para os servigos Cloud Connect é efetuada no quadro de configuragao do plugin (em

https://dpconsole.artelecom.pt:1280/plugins/vce/resources):

Fazendo New:
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& Veeam Cloud Connect Integration

© GoBack

Tenants
E Getting Started
) Servers Cloud Tenant Name Q VSPC Company Name Q  Tenanttype: Al & &
B> Tenants .I
Cloud Tenant T Site Tenant Type Status Mapping Status Company

No data to display

Surge um quadro para criar o tenant, onde se comega por dizer qual o tipo de tenant.

A opcao a escolher deve ser do tipo Native

< Back New Cloud Tenant

© Tenant Type Tenant Type
Select type for the new tenant.
Tenant Info
® Mative
Services This option is recommended if you don’t have Viware Cloud Director and would like to use native functionality of the backup portal.
VMware Cloud Director
Bandwidth This option requires integration between ViMware Cloud Director and the backup portal, and allows selecting VCD resources for replication jobs.
Summary

O quadro que surge agora permite criar um novo tenant Cloud Connect e associa-lo a companhia criada.
O “Site" a escolher é o que foi atribuido ao reseller pela Ar: Ar— Deep Protection e deve ser criado um utilizador

e password para gerir 0 acesso a este tenant:
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< Back New Cloud Tenant

O Tenant Type Tenant Info
Create a tenant account on the selected site.

© TenantInfo

Site: Ar Telecom - Deep Protection ~
Username: myuserl
Password: 20000 o

Confirm password: [ [T

3

Disable account automatically on

Description:

Created by LAB_RESELLER in Veeam Service Provider Console at 5/8/2028 5:21PM

Company mapping
Map the created tenant to a Veeam Service Provider Console company.

Company: | MyFirstCompany1 (managed by: LAB_RESELLER) ™

Previous Next Cancel

Backup resources
Permite 0 acesso a repositérios de backup na Ar. E necessario configurar os repositorios que irdo estar
disponiveis a esta companhia. Fazendo Next no quadro anterior, passamos ao proximo quadro, onde se ativa o

acesso aos recursos de backup (repositorios), bastando para isso ativar a opgao e configurar o(s) resositorio(s):
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< Back New Cloud Tenant

O Tenant Type Services
Configure Cloud Connect services that you want to provide to the tenant.

(O Tenant Info

Backup resources:

| © Services Enable the possibility to store backups in a cloud repository.

Backup repositor
) Bandwidth prepo yo

N Summary Replication resources: (@ | Off
. 4

Enable the possibility to replicate VMs to a cloud host.

Carregando em Configure:

Backup Resources

Select one or more backup repositories and assign cloud storage quota.

he
+ Add 7 Edit 77 Set As Default X Remove

Backup Repository Cloud Repository Quota Default Repository WAN Accelerator

No data to display

Protect deleted backup files for 1 days

0 Option to protect deleted backup files is not available for object storage repositories.

e depois em Add:
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Add Repository X

Backup repository:

[ Be\ect an existing backup repository... ~ }
LAB-RESELLER-IMUT-30D Available space:100.0GB ¢
LAB-RESELLER-REPO Available space: 150.0 GB

Repository cuota: | 100 GB

Workloads quota:

VMs quota: Do not set any limit
Workstations quota: Do not set any limit
Servers quota: Do not set any limit

Permite selecionar o repositorio pretendido e atribuido ao reseller, dar um nome ao repositério para este tenant

e definir quotas, quer de espago no repositorio, quer de licengas de dispositivos a salvaguardar.

As quotas de VMs, Workstations e Servers, ndo impdem qualquer restrigao fisica e serve apenas como valor de
limiar que ao ser atingido gera um alarme VMs stored in cloud repository, Workstation agent backups stored in
cloud repository ou Server agente backups stored in cloud repository. Estes alarmes podem ser customizados

de acordo com o pretendido.

Nesta etapa da configuragao, é possivel especificar limitagdes de tarefa e largura de banda para as tarefas do
Veeam Backup & Replication que utilizam recursos remotos. Limitar a largura de banda entre a Companhia e a
Ar e o processamento paralelo de tarefas ajuda a evitar a sobrecarga dos gateways, proxies de backup,

repositérios de backup e equipamentos de rede no lado do provedor de servigos.

M_GP_301v3.0 Servicode apoioaclientes
Pagina 28 de 95 portal.ar.pt
800 300 400

ar@ar.pt



< Back New Cloud Tenant

Bandwidth

Specify maximum number of task slots available to this company and, if required, limit the incoming
network traffic.

(O Tenant Type
(O Tenant Info

O services Concurrent tasks

) ~
© Bandwidth Max concurrent tasks: | 1 o

Each task slot allows processing of a single disk, so companies with one slot assigned will not be able to leverage parallel processing or run multiple jobs concurrently.
This setting applies to direct mode transfers only (WAN accelerators process disks sequentially)

Limit incoming network traffic to:

Defines maximum incoming network traffic bandwidth that will be accepted from the tenant. Traffic from tenants with more bandwidth will be throttled to the
specified amount

Gateway pool
Enabled option: Automatic selection  Choose...
Data transfer out

Quota: (@ | Off

Set data transfer out quota for Veeam Cloud Connect.

E também possivel especificar a quota de dados que a Companhia pode descarregar dos repositérios da Ar.

Esta quota nao coloca qualquer restrigao, serve apenas para desencadear um alarme.

A secgao de configuragao “Data transfer out” apenas estara
disponivel se forem configurados recursos de backup e/ou
replicagéo.

4.3 Gestao de Localizagcoes

As companhias podem ter varios locais e querer distinguir recursos por local. Para isso deverao ser configuradas
as varias localizages pretendidas. Por defeito, existe uma unica localizagao — “Default location”.

As localizagbes podem ser geridas pelo reseller, acedendo a “Companies” no menu lateral esquerdo

selecionando a companhia pretendida, seguindo de “Manage” na barra horizontal, e por fim, escolhendo a opgéao

“Locations":
M_GP_301v3.0 Servicode apoioaclientes
Pagina 29 de 95 portal.ar.pt

800 300 400
ar@ar.pt



MyFirstCompany1

]

All Locations

Monitoring

Overview

[ Active Alarms

3 Resources & Biling
Analytics

[ Session States
[ TOPs

47 Trends

Clients

Companies

&) Discovery

Companies
Company Q MFAstatus: Al [y [
4+ New  Edit X Remove (') Enable  © Disable 2% Manage ~ [» MFA ~
R Lt i
Company T MFA Status Administrators ~ Portal Users  State @) Lezine s Country Subs
Selected: 10f 1 & Users
MyFirstCompa...  Not enforced 2 0 Activ & setBiling ) Notset... Not

%) Reset Security Token

8 Send Welcome Email

Aqui pode criar, editar ou remover localizagées.

M_GP_301v3.0
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Add Location

Set up a new location

Name: [ Site A

Cloud repository storage quota: [ 10|

A quota de armazenamento especificada é usada como um limite
apenas para informagao. Nao limita a quantidade real de dados que
podem ser carregados para o repositorio.
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Ar Cloud

4.4 Gestao de Utilizadores
Ao criar uma Companhia é também criado o utilizador “Company Owner” com permissdes totais sobre a
Companhia. E possivel e desejavel criar outros utilizadores com perfis distintos, o que pode ser feito pelo proprio

Company Owner ou pelos utilizadores do Reseller com perfil Global Administrator, Administrator ou Operator.

Nao é possivel apagar, inibir ou alterar o perfil do utilizador Company Owner.

Os utilizadores podem ser geridos pelo reseller, acedendo a “Companies” no menu lateral esquerdo

selecionando a companhia pretendida, seguindo de “Manage” na barra horizontal, e por fim, escolhendo a opgao

"Users™:
MyFirstCompany1 v
Companies
Moritoring Company Q MFAstatus: Al [, [&
Overview
+ New Edit X Remove Disable Manage ~ » MFA ~
[ Active Alarms 7 © & 9 &
2 illi % Locations
S Pesources & Riling Company T MFA Status Administrators ~ Portal Users State @ s Country
Analytics Selected: 10f 1 & Users
B Session States MyFirstCompa...  Not enforced 2 0  Activ &3 set Biling ) Notset..
s TOPs
%) Reset Security Token
] Trends
£ Send Welcome Email
Clients
5. Discovery

Alternativamente, pode aceder carregando em “Configuration” no canto superior direito, seguido de "Roles &

Users" no menu lateral esquerdo e escolher o separador “Managed Companies”.

O utilizador de uma companhia pode estar associado a um dos seguintes perfis:
e Company Owner: utilizador criado pelo reseller aquando da criagdo da companhia. Este utilizador ndo

pode ser alterado nem eliminado.
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Ar Cloud

e Company Administrator: este utilizador tem as mesmas permissodes que o Company Owner mas pode
ser eliminado pelo ultimo.

e Location Administrator: permite gerir todo o processo de configuragdo e execugao de copias de
seguranga e restauros.

e Location User: estes utilizadores apenas tém permissao de leitura de informacgao parcial.

e Company Invoice Auditor: este perfil apenas da acesso ao menu “Invoices” onde pode consultar e
processar informagao sobre faturacao.

e Subtenant: Utilizador associado a uma localizagao e quota de repositorio especificos.

Contrariamente aos utilizadores do reseller, uma vez criado um utilizador de uma
companhia, ja nao é possivel modificar o seu perfil.

De seguida apresentam-se as instrugdes para criar utilizadores locais nas companhias. Também é possivel
definir configuragdes Single Sign-0n, sendo que para isso & necessario primeiro adicionar um Identity Provider
seguido da criagao das regras de SSO. As instrugdes para tal ndo se encontram no ambito deste documento

devendo para isso consultar o site da Veeam https://www.veeam.com/pt/products/service-

provider/console/resources.html

Para criar um utilizador local da Companhia, carregar em “New" no separador “Managed Companies”:

Roles & Users

My Company Managed Companies Single Sign-On

Local Users SSO Rules

MyFirstCompany1 X Login Q Roe: Al (2 B B @ G & (B MRAstaus Al [ [&
Filter:  Company: MyFirstCompany1 > =2 Clear Al
First Name Last Name T Role Site Company Name Status Lo
Selected: 0 of 2
user - Company Owner Ar Telecom - Deep Prot...  MyFirstCompany1 (") Enabled us
Company Tenant Ar Telecom - Deep Prot...  MyFirstCompany1 (") Enabled m

De seguida, escolhe-se a companhia onde se quer adicionar o utilizador e carrega-se em “Next"
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< Back New User

© Company Company

Select company that will be assigned to the user.

MyFirstCompany1 X
Fiter. ~ Company MName: MyFirstCompany1 < =2 Clear All
C)aplq—T-\ Site
MyFirstCompany ) Ar Telecom - Deep Protection

Cancel

0O passo seguinte é o de escolher o perfil a atribuir ao utilizador. E possivel obter informacao mais detalhada

sobre as permissoes de cada tipo de perfil seguindo o link apresentado neste quadro.

¢ Back New User

O company Role
Specify a role to assign to the user.

© Role

Role: | Company Administrator ~

Company Administrator has access to all monitoring, reporting, and billing data and can perform all types of management actions. This role
cannet modify or remove the Company Owner account.

et detailed information on the permissions for each user role.
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¢ Back New User

O Company Role
Specify a role to assign to the user.
© Role
Role: | Company Administrator ~
o ‘ Company Administrator 1g, reporting, and billing data and can perform all types of management actions. This role
7 sount.

Location Administrator ]
ssions for each user role.
Location User

Company Invoice Auditor

Subtenant

A informagao sobre o utilizador é recomendada, embora opcional. Pode ser deixada em branco, bastando
preencher a informagao de login:

< Back New User
< Back New User

O company User Info O company Login Info
Enter username and contact information. "
Specify login and password for the user.
O Role O Role
Title: ~ Login: newuserl
© userinfo O userinfo
First name: Password: LIl L] el
© Logininfo
Last name: Confirm password: [ eseee o ]

Email address:

No caso do utilizador a criar ter perfil Location Administrator, Location User ou Subtenant é necessario configurar
quais as localizacdes da companhia a que tem acesso. Assim sendo, € necessario selecionar as localizagdes no

proximo quadro, carregando na selecao de localizagdes, selecionar as pretendidas e carregar “Apply"”:
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< Back New User

O Company Locations
Select locations accessible for this user.
O Role
0 locations selected...
O userInfo
O Login Info
© Locations
() Multi-Factor Authentication

As companhias séo criadas sem especificar localiza¢des, pelo que, a Unica disponivel sera a " Default location”.

Depois de configuradas novas localizagoes, as mesmas estarao disponiveis para selegao neste quadro.

< Back New User Locations
Select locations accessible for this user.
O Company Locations
Select locations accessible for this user. . )
O role (8 Location Admins Users
Olocations selected...
Selected:10f 2
O Userinfo
Remote 2 0
O Login Info Site A 2 s}

© Locations
O Multi-Factor Authentication

O Summary

No caso da criagao de um utilizador com perfil Subtenant, o préximo quadro sera para configuragéo da quota
de repositério do mesmo. Assim, é necessario dar um nome ao repositério especifico para este utilizador, qual o
repositorio atribuido a8 companhia e quanto da quota fica disponivel para o utilizador. Para isso & necessario ter

previamente configurado o repositério atribuido a companhia na secgao “Services".
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¢ Back New User < Back New User
O company Quota O company Quota
Set cloud repository quota for the user Set cioud repasitory quota for the user.
O Rrole O Role
Cloud repository name: Cloud repository name: UserRepol
O Userinfo O userinfo
) Backup reposilory v Backup repository Cloud repository 1 ~
O Login Info O Login Info
User quota: 1 . GB v Unlimited - Repository capacity: 100 GB
Locatl o N
J Locations O Locations User quota: 50 L 6B~ Unlimited
@ Quot © Quota

O Multi-Factor Authentication - |
O Muni-Factor Authentication

O passo seguinte é o de configurar a obrigatoriedade ou ndo de autenticagao multi-factor.

< Back New User

O Ccompany Multi-Factor Authentication

Configure MFA access.
O Role

Mandatory MFA usage: (@ | Off
(O Userinfo

o Upon enabling this option user will be asked to configure multi-factor authentication for the backup portal

O LoginInfo
(O Locations
O Quota

© Multi-Factor Authentication

O ultimo passo é rever os dados inseridos e finalizar a criagao do utilizador.

4.5 Gestao de Servicos

Os servigos associados as companhias podem ser configurados aquando da criagdo da companhia ou
posteriormente editando a mesma.

Para o fazer posteriormente, devera ir a “Companies” no menu lateral esquerdo do quadro principal da consola,

escolher a companhia que se quer alterar e carregar em "Edit".
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MyFirstCompany1

Menitoring

Overview

Cl Active Alarms

B Resources & Billing
Analytics

0 Session States
5 TOPS

(.TT Trends

Clients

5. Discovery

Companies
Company Q MFAstatus: Al [ [o
—+ New > Remove © Disable Z* Manage v [ MFA ~
Company T MFA Status Administrators  Portal Users  State Backup Policies Country Subscription Plan
Selected: 10f 1
MyFlrlenmpanD Not enforced 2 1 Active 0 Notset.. Not set

O quadro apresentado € o mesmo de quando se estd a criar a companhia, pelo que, deve seguir 0s passos

indicados no ponto 4.1 Criar companhia.

4.6 Agente de Gestao

E possivel um reseller descarregar e instalar o agente de gestao nas maquinas da companhia pretendida.

Para isso, devera aceder a "Discovery” no menu lateral esquerdo, separador “Discovered Computers” na barra

horizontal, seguido de “Download Management Agent”, e escolher a plataforma destino pretendida:

All Companies

Monitoring

Overview

[ Active Alarms

(& RPO&SLA

] Resources & Billing
Analytics

M Session States
[ TOPs

+7 Trends

Clients

Companies
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Discovered Computers Backup Agents

Computers Rules

Rule: | Allrules v Hostname Q Cloud Tenant Q | = Filter (0)
@ Auto Deployment: OFf  Change Settings... <Eo: Download Management Agent ~
) BR Windows
Company  Rule Hostname  Cloud Tenant Tag GuestOS  Connection Statu: Status Management A
No data to display & tinux
= Mac
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Todo o processo daqui para a frente & igual ao caso de ser o administrador da companhia descrito no ponto 5.3

Instalagdo do agente de gestdo, excepto que para descarregar o agente & necessario indicar para que
companhia se destina.

Download Management Agent for Windows X

Specify management agent settings.

. Company: MyFirstCompany1 ~ |4
a ~ _ n
Token expiry period: | 12 - Months o | L ]
Cloud Tenant: myuser] ~
Location: Name ~
Link: &2 Create Download Link

A opgao "Change Settings..." permite ativar e configurar algumas opgdes da consola.
e A opgado "Automatic registration of new management agents" permite que os agentes de gestéo
instalados se registem na consola.
e Aopcgao "Automatic backup agent deployment" faz com que o agente de backup da Veeam seja

instalado automaticamente, e Ihe sejam aplicadas determinadas politicas de backup.

M_GP_301v3.0 Servicode apoioaclientes
Pagina 38 de 95 portal.ar.pt

800 300 400
ar@ar.pt



Auto Deployment Settings

This will attempt to install and perform the initial configuration of Veeam backup agents after
management agents are verified in the portal.

Automatic registration of new management agents: o On ]

A ic backup agent @ on

Windows backup policy to apply:

No Policy (requires full access Ul mode) ~ | =+ Create New...
Linux backup policy to apply:

No Policy (requires full access Ul mode) ~ | + Create New...
macOS backup pelicy to apply:

No Policy (requires full access Ul mode) ~ | + Create New...

Read-only Ul access for the backup agent: (] off

Set default settings for a Windows backup agent: Configure...

o 1gs will be applied to all agents that orvia
3rd party automation taols. Use rules settings, ta automatically deploy backup agents detected by buill-

in discovery rules.
Apply Cancel

4.7 Ativar portal de restauro self-service

Para que as companhias tenham acesso ao portal de restauro self-service, & necessario ativa-lo como reseller.
Para isso, aceder a “Configuration”, seguido de “Catalog” no menu lateral esquerdo e depois ha area "Veeam
Agent":

[+f] Veeam Service Provider Console

[uwnu |

Di y
All Loeations v
Discovered Computers  Backup Agents
Menitoring
P
B overdew Computers  Rules
Q0 Active Alarms
& rPO&SLA Rule: | Allules v | Hostrame Q  Cioud Tenant Q= Fiter(o)

) Resources &Biling

o [ hstallProduct ~ B = Agent ~ Cg Download Management Agent ~* Exportto.. v

B Session States

Company  Rule Hostname  CloudTenant Tag Guest0S. Version  Instaliation
% ToPs

No diata to display
47 Trends

Clents
Companies
M piscovery
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(© Exit Configuration

F Getting Started
My Cempany

[ nformation
Backup Portal

&) Branding

&2 Roles & Users
[ Tempiates

& Server Sattings

Plugin Lrary

securtty

B Auditlog

[ MFA Settings
£ REST APIKeys
My Cempany

@ Quota & License Usage

Catalog

Name:

Veeam Cloud Connect

Status: -

Veeam® Cloud Connect provides a fully integrated, secure, and efficient
way to back up, replicate, and restore workloads to a service provider's
cloud infrastnucture.

ConnectWise Manage
Status: (1) Not configured

Whether you sel, service, or support tachnalogy, ConnectiWise Manage
s a business management piatform designed to successfully run and
grow your business. Experience the power of 2 platform that enables
collaboration across teams and departments - from sales and sarvice to
biling and reporting

Finalmente, ativar o File-Level Restore:

(<) Veeam Agent Integration

Veeam Backup for Microsoft 365

Status: -

Veeam® Backup for Microsoft 365 is a comprehensive solution that A comprehensive backup and recovery solution for servers, workstations
allows you to back up and restore data of your Microsoft 365, on- and cloud instances running Microsoft Windows, Linux and macCS.

premises Microsoft Exchange and on-premises Microsoft SharePoint
organizations, including Microsoft OneDrive for Business.

(© GoBack

K Getting Started

M_GP_301v3.0
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Getting Started

Enable the required integration features

File-Level Restore: o

Self-service restore portal.

Instructions

1. To manage Veeam Backup Agents, download the management agent and install it manually on the required

machines.

2. Once the management agent is installed on a machine, it will appear under the Discovered Computers tab. To
deploy the backup agent, use the Install Product -+ Install Backup Agent action. Alteratively, you can configure a
Discovery Rule to automatically find machines that meet specified criteria and deploy backup agents to them.

3. After deploying the backup agents, you can manage backup jobs under the Backup Jobs - Computers tab.

4. To use the file-level restore portal, navigate to the Protected Data tab in the backup portal, select the required
machine, and click the File-Level Restore Portal link in the toclbar.

5. To enable search through restore points, make sure the Indexing option is enabled for managed backup agents.

o Note: the Indexing optien is currently supported for Veeam Agent for Microsoft Windews and Veeam Agent for Linux only.
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5. OPERACAO

Apds o login efetuado, sera redirecionado para o “Dashboard” onde pode visualizar inicialmente os alarmes

ativos. E aqui que pode verificar o estado da infraestrutura protegida, das tarefas de backup, da quota total e

disponivel e os relatorios e alertas do sistema.

Veeam Service Provider Console

Al Comparies

Overview
Data Platform Scorecard Organizations Health -~ e
Monitodng
B Overview Most Afected Company Most Tiggered Al pory Heaith | Total Acthve M
N/A NiA 20f2 o
P
SlEmn A There s 1company with no region set. Go ta Company settings
G RPOESLA
) Resources & Biling
Anatyics
B Session States
[ TOPs
a7 Trends
[ companies ® Heald
Pt }
£ Discovery ® Error T 3l E -
9
Protected Data Overview Quota Usage Not to Miss
Backup Agents Portal Overview
Unlimited Uniimited Quota Set
E—— T :
§ Consumed Points (Total) NA
Managed Tenants
5% View more Backup Overview

5.1 Instalacao do agente de gestao

Independentemente dos servigos configurados para a companhia, a consola disponibiliza sempre o
“Management Agent” para download.

O agente de gestao permite gerir as maquinas fisicas ou virtuais que se ligam a plataforma e facilitar o processo
de distribuicdo dos agentes de backup. E responsavel pela atualizacdo dos agentes de backup em todas as
maquinas que lhe estao inerentes e permite descobrir maquinas fisicas ou virtuais em cada segmento de rede
IP da maquina onde estiver instalado.

O agente comunica diretamente com a plataforma da Ar pelo endereco dpgateway.artelecom.pt nas portas
TCP e UDP 6180, pelo que é necessario que a comunicagao atraves destas portas ndo esteja bloqueada por

firewall ou software anti-malware.

Para obté-lo, devera aceder a "Discovery” no menu lateral esquerdo, separador “Discovered Computers” na

barra horizontal, seguido de “Download Management Agent”, e escolher a plataforma destino pretendida:
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All Companies ~ 3
Discovery

Discovered Computers Backup Agents

Computers Rules

Monitoring

Overview

[ Active Alarms

D I
& RPO&SLA Rule: | Allrules ~ Hostname Q Cloud Tenant Q = Filter (0)

) Resources & Billing

Analytics (&) Auto Deployment: Off ~ Change Settings... (zo: Download Management Agent ~ 3

¥l Session States B8 Windows
Company  Rule Hostname  Cloud Tenant Tag GuestOS  Connection Statu: Status Management A

fo TOPs _

No data to display A tinux
&7 Trends

o Mac

Clients
Companies

Deve escolher a localizagdo da empresa e a validade do token:

Download Management Agent for Windows X

Specify management agent settings.

L]
| Company: MyFirstCompany ~ | |
b Eay —~ n
& Token expiry period: | 12 . | | Months ~ o | L L
Cloud Tenant: myuser] v
Location: Name ~
Link: &2 Create Download Link

Isto porque o ficheiro a descarregar é especifico para a companhia e localizagao escolhidas. Findo o periodo de

validade do token o instalador deixa de ser valido e & necessario requisitar outro.

A instalacdo do agente do Windows é muito simples, basta aceitar os termos e condi¢des, validar o “License

Agreement”, aceitar os termos e selecionar “Next".
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A partir desse momento, encontra-se visivel ha barra de tarefas o icone referente ao “Management Agent”. Ao

fazer duplo click no mesmo, poderemos ver os detalhes da conexao (podem ser necessarios alguns segundos

para efetuar a conexao).

Veeam Management Agent Settings (MyFirstCompany1)

Specify agent connection settings
Connect management agent to the backup portal

Agent status: Connected

Backup portal connection settings

Cloud gateway: | dpgateway05.artelecom.pt Port:

Tag:

T View security certificate

Remote computer discovery user account: Not set...

Close

Primeiro executamos o pacote que descarregdmos no Linux, neste caso vamos usar o CentOS.

2P r0ot@LABT-LNXSRV02:~
[ RLAB1-L

P root@LAB1-LNXSRVO2:~

6180
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M_GP_301v3.0

P root@LAB1-LNXSRV02:~ - O

Primeiro executamos o pacote que descarregamos no MAC.

iMac-de-AIRE:Downloads aire$ sudo bash MacAgentPackages.sh
Veeam Management Agent Installation

Creating temp directory...

Unpacking installation files...

Installing management agent...

installer: Package name is Veeam Management Agent 5.0.0.6883
installer: Installing at base path /

installer: The install was successful.

Installing backup agent...

0S version: 11.6

Backup agent to install: Veeam Agent for Mac-1.0.0.713.pkg
installer: Package name is Veeam Agent for Mac 1.0.0.713
installer: Installing at base path /

installer: The install was successful.

Installation Complete 5

Please run veeamconsoleconfig -h to configure the management agent.

e verificamos o estado do agente com o comando veeamconsoleconfig -s

Apos a instalagao dos agentes de gestao, o quadro “Discovery” apresentara as maquinas com agente instalado,

assim como as maquinas descobertas segundo as regras que sejam criadas para o efeito.
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All Companies v

Menitoring
Overview

£} Active Alarms
(G RPO&SLA
@ Resources & Biling
Analytics

B Session States
B ToPs

47 Trends

Clients

[[ Companies

M Discovery

Discovery
Discovered Computers Backup Agents
Computers Rules
Rule: | Allrules v Hostname: Q

@ Auto Deployment: Off ~ Change Settings...

Company  Rule Hostname  CloudTenant Tag

Selected:00f 1

MyFirstCo... ExternalD.. ALCOO-LPT.. myuser] Not set...

5.2 Discovery

Cloud Tenant

Q. | = Filter (0)

¢g Download Management Agent

Guest 0S

Microsoft Windows 10 Enterprise

ion Status

Status

7 Online

Agent Version

(©) Healthy ) Up-to-date (91.0.30713)

Ainstalagao do agente de gestao permite que a maquina onde foi instalado seja gerida pela consola do servigo,

instalando o agente de backup e executando as politicas de backup definidas e associadas. Além disso, o agente

de gestao pode também ser utilizado como veiculo para a dete¢ao de outros dispositivos na rede e subsequente

instalacao de agentes.

Para isso e concluida a instalagao e configuragao do "Management Agent”, no quadro “Discovery”, tab “Rules”

procede-se a configuragdo de uma ou mais regras que serao responsaveis por encontrar servidores efou

workstations, onde sera instalado 0 agente de backup Veeam:

All Companies

Menitaring
Overview
[ Active Alarms

(& RPO&SLA

&) Resources& Billing

Analytics

M Session States
s TOPS

7 Trends

Clients

[l Companies

M Discovery
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Discovery

Discovered Computers

Computers

Rule

+ New ~

B Windows
Rule

A Linux

Backup Agents

Q  GuestOs: Al

Company

H A

Tenant Guest0S Total Compt
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Ar Cloud

Escolher o nome para a regra, qual a companhia a que se aplica e a que localizagbes:

< Back New Windows Discovery Rule

© Rule Name Rule Name
Specify the rule name.

Name: [ Regra2| ]

< Back New Windows Discovery Rule

O Rule Name Companies
Select companies to create a discovery rule for.
© Companies
Company Q
Company Site Locations
Selected: 10f 1
MyFirstCompany1 Ar Telecom - Deep Protection Remote

No préximo passo, apresentam-se os métodos disponiveis para o discovery: baseado em enderegcamento IP de

rede, via Active Directory ou importagao de ficheiro.
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< Back New Windows Discovery Rule

O Rule Name Discovery Method
Select the desired discovery method.
() Companies
® Network-based discovery
[>] Discovery Method Statie discovery defined by the network IP range. Recommended for smaller environments without Active Directory domain.

Microsoft Active Directory discovery

Dynamic discovery defined by Active Directory containers. Recommended for Active Directory domain environments of any size

Computers from CSV file

Dynamic discovery defined by the content of a comma-separated values (.csv) file with computer names. Recommended for environments which have CMDB Integration.

No quadro “"Access Account” é necessario inserir credenciais (locais ou de dominio) dos dispositivos onde vai

ser instalado o agente de backup Veeam. Estas credenciais necessitam de ter privilégios de administragao.

< Back New Windows Discovery Rule

) Rule Name Access Account
Specify user credentials with local administrator privileges on the remote computers.
(O Companies
. Username:
(O Discovery Method
Password:

(O Network Discovery

Use credentials specified in the master management agent configuration
© Access Account

Mote: If master management agent credentials are not set or invalid, discovery rule will use the credentials
specified above.

No quadro “Discovery Filters” podem ser definidos varios filtros a aplicar na regra:
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< Back New Windows Discovery Rule

O Rule Name Discovery Filters
Select filters to apply.

(O Companies

(O Discovery Method

Type Description
(O Network Discovery
By OS type No filters applied
A A t
O Access Accoun By application No filters applied
© Discovery Filters By platform No filters applied

E também possivel configurar notificagdes por email para o caso de serem detetados novos dispositivos na regra
definida.

< Back New Windows Discovery Rule

() Rule Name Email Notification
Specify email address to send email notifications to.
O Companies

Send notifications
(O Discovery Method

(O Metwork Discaovery
() Access Account
(O Discovery Filters

o Email Notification o Email notification will be sent according to the schedule only if new computers are discovered

A instalagdo automatica dos agentes de backup nos dispositivos encontrados € opcional, podendo a regra

apenas identificar novos dispositivos, mas sem efetuar qualquer instalagao.
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< Back New Windows Discovery Rule

O Rule Name Backup Agent Deployment

Select backup agent installation options.
O Companies
@ Discover remote computer without installing backup agent (install backup agent later)
O Discovery Method
O Network Discovery @ Backup agent deployment and management has been disabled for the company
O Access Account

O Discovery Filters

Email Notification .
O 0 Target computers must be part of domain or admin shares must be remotely accessible and "File and Printer Sharing” and "Remote

Scheduled Tasks Management (RPC)" rules must be open on the computers firewall.
(> ] Backup Agent Deployment

Finalmente, configura-se a periodicidade de execugao da regra ou se apenas é executada a pedido.

< Back New Windows Discovery Rule

O Rule Name Schedule
Select scheduling options for the discovery rule.

O Companies
Run this rule automatically
Discovery Method
Network Discovery
Access Account
Discovery Filters

Email Notification

Backup Agent Deployment

© O O O O O O

Schedule

Terminadas as configuragdes, validam-se os dados introduzidos gravando a regra e permitindo a sua execugao

imediata.
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5.3 Instalagao do agente de backup

Agora que os dispositivos estao disponiveis na consola, ja € possivel instalar o agente de backup e atribuir as

respetivas politicas. Para isso, no quadro “Discovery”, tab “Discovered Computers” e “Computers”, selecionar

primeiro o servidor ou workstation onde se quer instalar o agente de backup:

All Companies o7 .
Discovery

Discovered Computers Backup Agents
Rules

o
& RPO&SLA Rule: | Al rules v

Monitoring
Overview

01 Active Alarms

Hostname Q Cloud Tenant Q
) Resources & Billing

(& Install Product ~  ®) Auto Deployment: Off  Change Settings... Management Agent

Analytics

8 session States

= Filter (0)

<8 Download Management Agent

Company Rule Hostname Cloud Tenant Tag Guest0S C ion Status D Status gement Agent &
TOPs
& Sebrtet 1ol
i Trends ) . . e =
MyFirstCo... Regra2 ALCOO-LPT... yuserl Not set... Microsoft Windows 10 Enterprise 7 Online () Healthy
Cilents e
[E] Companies

M Discovery

Ao carregar em “Install Backup Agent” surge uma janela a solicitar uma conta de utilizador com permissdes que

permitam a instalagéo do agente, e qual a politica de backup a aplicar.

All Companies ~
Discovery
Discovered Computers Backup Agents
Monitering
Overview
Computers Rules
[ Active Alarms
o
& RPO&SLA Rule: | Al rules ~ | Hostname Q

P Resources & Billing

E& Install Product A Auto Deployment: Off  Change Settings...

Analytics

M Session States

=) Install Backup Agent

Cloud Tenant

Management Agent

Hostname  Cloud Tenant Tag Guest 0S
o ToPs 2 Install Backup Server >
& Trends ) )
" & Install VeeamONE > ALCOO-LPT... myuser Not set..  Microsoft Windows 10 Enterp
Clients
[E] Companies

™ Discovery
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Install Backup Agent - ALCO0-LPT262

This operation will attempt to install and perform initial configuration of Veeam backup agents.
To start this operation, specify local administration credentials to use.

Use guest OS credentials from:

@ Account specified in the discovery rule or in the management agent settings

The following user account: Click the "New" butto + New

Backup policy to apply:

[Workstaﬂon: File level backup. Personal files. Local V] ~+ Create New... LF show...

Read-only Ul access for the backup agent: o On

Set default settings for a Windows backup agent:  Configure...

o Target computers must be part of domain or admin shares must be remotely accessible and "File and Printer Sharing" and "Remote

Scheduled Tasks Management (RPC)" rules must be open on the computers firewall.
Apply Cancel

Para que seja possivel instalar agentes de backup nas maquinas é necessario que
0 servigo "Backup agents management” esteja ativo na configuragao de servigos
da companhia feito pelo reseller.

Apos fazer Apply, pode-se verificar o estado da instalagao nas maquinas selecionadas:
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All Companies v

Discovery
Discovered Computers Backup Agents
Monitoring —_—
Overview
Computers Rules
[ Active Alarms
o
& RPO&SLA Rule: | Allrules v Hostname Q Cloud Tenant Q | = Fiter (0)

) Resources & Billing

Analytics @ AutoDeployment: Off ~ Change Settings... Download Management Agent
B Session States
Company  Rule Hostname  Cloud Tenant Tag Guest 0S Connection Status Deployment Status Management Agent €

Es Tops

Selected: 0 of 1
47 Trends N N — —
bl MyFirstCo... Regra2 ALCOO-LPT... myuserl Notset..  Microsoft Windows 10 Enterprise % Online (® Installing... () Healthy
Clients
[fl companies

M piscovery

Carregando em “Installing...” & possivel ver o estado da instalagéo:

Task Details: ALCOO-LPT262 X

|| Progress: = 5% &) Download Logs 0 Copy Allto Clipboard . Cancel Deployment

Action Start Time End Time Duration
| () Adding task to the queue 5/15/2026 3:01PM 5/15/2026 3:01 PM 4 Seconds

-:}) Uploading backup agent to the computer 5/15/2026 3:01PM 5/15/2026 3:01PM 3 Seconds i
| (© Downloading files 10f 2... 5/15/2026 3:01 PM 5/15/2026 3:01 PM - 1
] (<) Downloading VeeamAgentWindows.exe... 5/15/2026 3:01PM 5/15/2026 3:02 PM 47 Seconds

(%) Downloading files 1of 2... 5/15/2026 3:02 PM 5/15/2026 3:02 PM -

(») Downloading VeeamAgentWindows.exe... 5/15/2026 3:02 PM - -

Close

E possivel ativar a funcionalidade “CBT Driver” da Veeam (Changed Block Tracking) que facilita o backup
incremental. Este driver pode ser instalado com a maquina a funcionar, mas apenas ficara ativo apds um reinicio
da mesma. No quadro “Discovery”, tab “Backup Agents”, selecionar primeiro o servidor ou workstation onde se

quer instalar o agente de backup e de seguida instalar o driver CBT:
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All Companies

Monitaring

Overview

L) Active Alarms

& RPO&SLA

] Resources & Billing

Analytics

¥ Session States

o TOPs

7 Trends

Management

22 Backup Jobs

{51 Protected Data

Clients

[l companies
oD

Reporting

B Reports

Discovery
Discovered Computers -
Hostname Q  Backup Policy Q  Agentstatus: Al & A ® O

Backup Policy: Lg§ Assign... Lol Activation v 9 DataCollection

[=] Backup Agent -~

© Sset Location

[ AgentStatus ag up Policy
S T: Backup Poli
Sed ® Patch
( (%) Healthy 3 Upgrade Not set... /A Warning [MyWkstPolicy...
 Restart

3\ Reboot Remote Computer

g Delete

&) Download Logs

5.4 Remocao de agentes

Para remover todos agentes, deve-se remover o agente de backup, escolhendo a maquina de onde se pretende

remover:

All Companies

Monitoring

Overview

L) Active Alarms

G RPO&SLA

] Resources & Billing

Analytics

M Session States

i TOPs

47 Trends

Management

& Backup Jobs

) Protected Data

Clients

[ Companies
o>

Reporting

@ Reports
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Discovery
Discovered Computers Backup Agents
Hostname Q Backup Policy Q Agent status: Al © A ® O = Filter (0)

8 Data Collection

Backup Policy: Lg Assign... Backup Agent "~ L} Activation

@ set Location

[m] Agent Status Tag Backup Policy Activation
Selected:10f 2 ® Patch
% lealth: Not set... (i) Custom [Server: Entire ...  5/20/2026 4:41 PM
] y 3 Upgrade (D Custom [Server: Entire ... 5/20)/
() Heaithy Not set... L& Windows Backup Policy...  5/15/2026 3:04 PM
O Restart

3¢ Reboot Remote Computer

) Install CBT Driver

a Download Logs
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Delete

| This will uninstall Veeam backup agents from the remote ‘
computers and will make them unprotected. If there are no other
Veeam products, the management agent will be also removed
from the remote machine. Do you want to proceed?

Yes No

Ao remover o agente de backup também é removido o0 agente de gestéo.

Para remover apenas o agente de gestao:

All Companies ~
Discovery
All L
Discovered Computers Backup Agents
Monitoring e
Overview

Computers  Rules

L) Active Alarms

@ rRPO&SLA

Q

Management Agent ~_» <g Download Management Agent

3)¢ Reboot Remote Com...

Cloud Tenant

Filter (0)

Deployment Status Management Agent Status

® Set Location
(%) Healthy

[ Set Tenant (©) Success

Rule: | Allrules ~ Hostname Q
] Resources & Billing
Anaiytics [ Install Product @ Auto Deployment: Off  Change Settings...
M Session States
[m] Company  Rule Hostname Cloud Tenant  Tag

TOPs
G’ Selected: 10f 2
47 Trends
" MyFirstCo... Regra2 ALCOO-LPT... myuserl Not set...
Management WinClient] myuser] Not set...

MyﬁrstCo)x\ernaI D...
S ——

- &)
[f Set Company () Healthy

& Backup Jobs

) Protected Data

‘L‘} Set as Master

\ccept Connectios

Clients
Eﬂ Companies @ Reject Connection
ﬁﬁ Set Credentials
Reporting [ Assign Tag
@ Reports jol Upgrade
&) Download Logs
A, r
Delete Management Agent X
The management agent will be uninstalled from the remote 1
computer. All other Veeam products installed on the remote
computer will be disconnected from the managed infrastructure. ’
The backup agent running on this computer will be switched to the |
free mode: WinClient1. 1
Do you want to proceed?
Yes No
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Se 0 agente de gestao for desinstalado sem desinstalar primeiro o agente de backup, entdo os agentes de
backup geridos por ele ficardo a funcionar em modo “Free”, o que quer dizer que deixam de ter acesso ao
repositorio remoto da Ar. Podem ser usados para efetuar backups e restauros locais. A partir desse momento ja

nao é possivel desinstalar o agente de backup via portal.
Delete Management Agent X

WinClient1: i
Backup agent has been switched to the workstation operation

mode. Job scheduling settings have been reset to its defaults.

The following products are now operating in the FREE mode:

Veeam Agent for Microsoft Windows

5.5 Configurar um backup job
Agora que o servidor ou a workstation tem o agente de backup instalado, é possivel configurar os backup jobs.
Para isso, no quadro "Discovery”, tab "Backup Agents", selecionar primeiro o servidor ou workstation e assignar

uma politica, caso nao tenha sido selecionado na fase de instalagao do agente de backup.

All Companies w
Discovery
Discovered Computers Backup Agents

Monitoring

Overview _ ) .
Hostname Q Backup Policy Q  Agentstatus: Al & A &

[ Active Alarms

o
@ RPO&SLA BackupPoIicy ) Backup Agent ~ Lo Activation £2 Data Collection

¥ Resources & Billing

Agent Status Hostname Tag Backup Policy

Analytics
Selected: 10f 1

8 Session States - -
- Healthy ALCO0-LPT262 Not set... /\ Warning [MyWkstPolicy...

fp TOPs

7 Trends
Management

&2 Backup Jobs
{91 Protected Data
Clients

[E] Companies
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Backup Policies

ac
B Backup Policy Q Type: Al B [ Guestos: an B A m
‘ Fiter: Guest OS:Windows X =2 Clear All
|
| + CreateNew L Show
| [m] Name Type Policy Type Created by Description
Selected: 10f 3
] Workstation: File level b...  Workstation Created by Provider Ar Telecom This policy processes u...
Server: Entire computer...  Server Created by Provider Ar Telecom This policy should be us...
MyWhkstPolicy2 Workstation Created by Reseller LAB_RESELLER -

Existem ja algumas politicas pré-definidas que podem ser usadas, no entanto, € possivel criar politicas novas.

A partir deste momento a politica esta aplicada e os backups serao efetuados segundo a mesma.

E possivel que surjam avisos sobre diversas situagdes. Uma situacdo comum é
no caso de nao ser possivel acordar uma workstation devido aos power settings.
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Discovery

Discovered Computers  Backup Agents

Hostname Q Backup Policy Q  Agentstatus: Al & A ® O
Backup Policy: L& Assign... Backup Agent L&l Activation E8 Data Collection

[ | AgentStatus Hostname Tag Backup Policy

Selectad: 0 of 1

[ ] &) Healthy ALCOO0-LPT262 Not set... /% Warning [Workstation: ...

Backup Policy

Backup policy has been applied with a warning.
Warning: Wake timers are disabled in the power plan on this
computer. Backup agent cannot wake the operating system from

sleep to run scheduled backup sessions when such a plan is
active. Backup job name: Workstation: File level backup. Personal

files. Local drive. Daily schedule._ALCOO-LPT262.
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5.6 Criacao/edicao de politicas de backup

A criagao ou edigao de politicas de backup pode ser feita durante a associagao a um agente de backup:

Backup Policies X

Backup Policy Q Typer Ml B [ Guestos: a1 B A

Fiter. GuestOS: Windows X =2 Clear All

Type Policy Type Created by Description
"] Workstation: File level b... Workstation Created by Provider Ar Telecom This policy processes u...
["] Server: Entire computer... Server Created by Provider Ar Telecom This policy should be us...
] MywWkstPolicy2 Workstation Created by Reseller LAB_RESELLER -
Assign ‘ Cancel ‘

ou indo a "Configuration” no canto superior direito, seguido de “Templates” no menu lateral esquerdo e depois

escolhendo a tab "Backup Policies":

\:{] Veeam Service Provider Console

@ Exit Configuration

Templates
P Getting Started
Subscription Plans Predefined Alarms
My Compary
& Policy Q = Filter (Nane)
o
) sranding + New v 7 Edt LT copy % Remove £ Propagate Changes ~ Exportto.. ™
&5 Roles & Users
Policy T Access Type Policy Type Guest 08 Operation Mode Companies Mdified Date: Created by Description
Linux server - Entire computer Public Created by Provider Linux Server o 4172026 5:31PM Ar Telecom This policy should be u...
[e Server Settings
Linux workstation - Home directory Public Created by Provider Linux Workstation o 1013/202110:50 AM Ar Telecom ‘This policy processes /...
S
& Gatal Mac server - Entire computer Public Created by Provider macOs Server o 10/13/202110:50 AM Ar Telecom This policy should be u...
log
Mac workstation - Users directory Public Created by Provider macOS Workstation o 10/13/202110:50 AM Ar Telecom This policy processes /...
Securily
' MyWkstPolicy2? Private Created by Reseller ‘Windows. Workstation o '9/10/2024 -1 AM LAB_RESELLER
Audit Log
Server: Entire computer. Microsoft E..  Public Created by Provider ‘Windows. Server o 5/8/2019 3:27 PM Ar Telecom This policy should be u...
[ MFA Settings.
Windows Backup Policy 4 Public Created by Reseller ‘Windows. Server 1 5/15/2026 4:04 PM LAB_RESELLER Created by Service Pro...
&} REST API Keys
Workstation: File level backup. Perso...  Public Created by Provider ‘Windows. Workstation o 5/8/2019 3:27 PM Ar Telecom This policy processes u...
My Comparny
@ Quota & License Usage
N&o é possivel apagar ou editar as politicas de backup pré-definidas. Pode-se,
no entanto, copiar e alterar na nova politica criada.
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Para editar uma politica, seleciona-se a politica pretendida e depois carrega-se em "“Edit". Para criar, carrega-se
em “New":

© Exit Configuration
Templates

E Getting Started
Subscription Plans Backup Policies Predefined Alarms

My Company

‘2, Information
& Policy Q. = Filter (None)

Backup Portal

) Branding LT Copy X Remove 52 Propagate Changes

&2 Roles & Users

Policy T Access Type Policy Type Guest 0S Operation Mo
B Templates

Linux server - Entire computer Public Created by Provider Linux Server
& Server Settings

Linux workstation - Home directory Public Created by Provider Linux Workstation
Plugin Library

Mac server - Entire computer Public Created by Provider macOS Server
B catalog

Mac workstation - Users directory Public Created by Provider macOS Workstation
Security

MyWkstPolicy2 Private Created by Reseller Windows Workstation
[ AuditLog

Wﬁt Exchange Server. Cloud bac...  Public Created by Provider Windows Server

[» MFA Settings

Windows Backup Policy 4‘) Public Created by Reseller Windows Server
&7 REST API Keys o,

Workstation: File level backup. Personal files. Local drive. Daily ... Public Created by Provider Windows Workstation
My Company

Workstation: File level backup. Persenal files. Local drive. Daily .. Public Created by Reseller Windows Workstation

(7 Quota & License Usage

< Back Create New Windows Backup Policy

© Access Type Access Type
Select backup policy access type.

® Public
This policy will be visible to every managed company.
Private

This policy will be visible only to companies which this policy is assigned to.

Ao criar uma politica é dado a escolher qual o sistema operativo a que se destina: Windows, Linux ou Mac.
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O primeiro passo & dar um nome a politica a criar:

< Back Create New Windows Backup Policy

Backup Policy Name
Specify name and description of your backup policy.

(O Access Type

© Backup Policy Name

Name: Windows Backup Policy 4

- 1

Description: | Created by Service Provider Global Administrator]

De seguida escolhe-se se a politica vai ser aplicada a servidores ou workstations. No caso de servidores, existe

uma opgao mais a frente denominada “Guest Processing” que nao existe na versao para workstation.

< Back Create New Windows Backup Policy

O Access Type Operation Mode
Select operation mode for the managed backup agent.

(O Backup Policy Name

® Server
9 Operation Mode Ideal for application server backup due to application-aware backups, guest indexing support and flexible job schedule
Workstation

Designed specifically for end user's computers, laptops and office deskiops. Ease of use and friendly job scheduling options

O modo de backup define que tipo de backup se pretende fazer:
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e Entire computer: cria uma imagem da maquina e permite recuperar em qualquer modo — completo,
aplicacional ou granular;
e Volume level backup: faz backup apenas dos volumes selecionados;

¢ File level backup: backup de pastas e ficheiros.

< Back Create New Windows Backup Policy

O Access Type Backup Mode
Choose what data do you want to back up from this computer.

(O Backup Policy Name

@ Entire computer (recommended)
O Opera'fion Mode Back up your entire computer image for fast recovery on any level. Deleted, temporary and page files are automatically excluded
from the image to reduce the backup size.

© Backup Mode Include periodically connected USB drives

Volume level backup

of r example only data volumes. Deleted, temporary and page files are automatically excluded
» reduce the backup size.

Backupi sele

from the im:

ted volumes, fi

File level backup (slower)

Back up individual files and felders by mask. This mode preduces an image-based backup with only selected files included in the
image.

Caso opte pelo "Volume level backup” surge mais um quadro (“Volumes") com a opgao de escolher quais os

volumes pretendidos:
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< Back Create New Windows Backup Policy

O Access Type Volumes
Objects to backup.

(O Backup Policy Name

@ Back up selected volumes only

Operation Mode
O P Operating system

(O Backup Mode

(on]
© volumes

Back up all volumes except

Type in the name of the volume you want to back up in the following format "C:\":

Caso opte pelo “File level backup” surge mais um quadro (“Files") com a opgéo de escolher quais as pastas e

ficheiros pretendidos:
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< Back Create New Windows Backup Policy

(O Access Type Files
Specify objects you would like to include in the backup.

(O Backup Policy Name
Include files or folders:

O Operation Mode Specify extension masks or directory paths to include in the backup.
Directory paths must be specified in the following format: "C:\FolderName". To back up specific files from the
O Backup Mode directory, set file mask in the following format: "*doc"

C\Program Files

© Files

Operating system

Personal files

Exclude files or folders:

Specify extension masks to exclude from the backup.
Use * to exclude any number of characters, and ? to exclude a single character.
For excludes, you can additionally specify path to a folder.

*jpeg

O proximo passo é escolher qual o destino dos backups, existindo quatro opgées:
e Local storage: faz backup para uma unidade de armazenamento conectada diretamente a maquina a
que se esta a fazer backup;
e Shared folder: faz backup para uma unidade de rede;
e Veeam backup repository: faz backup para um repositorio gerido por um servidor Veeam Backup &
Replication;
e Veeam Cloud Connect repository: Esta & a opgdo a escolher para salvaguardar os backups no

repositorio fornecido pela Ar.
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< Back Create New Windows Backup Policy

O Access Type Destination

Choose where you want to back up your data to. We highly recommend that you do not store your

O Backup Policy Name backups on the same computer that you are protecting.

O Operation Mode Local storage

Choose this option to back up to a locally attached storage device such as USE, Firewire or eSATA external hard drive. Backing up to
internal hard drives is not recommended.

(O Backup Mode

Shared folder

O Files Choose this option to back up to an SMB (CIFS) share on a Network Attached Storage (MAS) device, or on a regular file server.
Veeam backup repository

9 Destination Choose this option to back up to a backup repository managed by Veeam Backup & Replication 12,1 or later server.

@' Veeam Cloud Connect repository

Choose this option to back up to a cloud repository managed by Veeam Cloud Connect server.

Ao configurar o repositorio, configura-se também a politica de retengao e configuragdes avangadas.
Por defeito, os backups terdo uma retengao de 7 dias. E possivel escolher a retengao baseada em dias ou pontos

de restauro, podendo variar entre 1e 730 dias ou pontos de restauro.
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< Back Create New Windows Backup Policy

(O Access Type

Cloud Repository

The following is the backup retention policy settings for your cloud backups.

(O Backup Policy Name

(O Operation Mode
(O Backup Mode
O Files

(O Destination

© Cloud Repository

Nas configuragd

Eay
Retention policy: | 7 | days (excluding days with no backup)

Keep some periodic full backups longer for archival purposes

= Advanced settings...

ﬂ The default cloud repository will be selected from the list of available repositories.

es avangadas é possivel configurar para efetuar Full Backups:

Advanced settings X

Backup Storage-level Corruption Guard Full Backup File Maintenance Storage

Synthetic full backups scheduling

Create synthetic full backups periodically

A This setting will not be applied if backup is targeted to an object storage repository.
Monthly on:
® Weekly on selected days: Sunday
Active full backup

Create active full backups periodically (1)

No caso de “Veeam Cloud Connect repository", além da configuragao da politica de retengao e configuragdes

avangadas, é necessario indicar também qual o método de gestao de quota.
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< Back Create New Windows Backup Policy

O Access Type Backup Quota
Set connection account to the cloud repository and define user quota.
() Backup Policy Name
@ Use sub-tenant accounts for each managed backup agent with the following quota:

() Operation Mode =

User quota: | 100 - GB v Unlimited quota
() Backup Mode .

Use single tenant account for all computers managed by the company (not recommencded)
(O Files
) Destination
() Cloud Repository
® Backup Quota

A cache de backup é utilizada no caso de ndo haver conectividade com o repositdrio. Nesse caso, é utilizada
uma area local com determinado tamanho como destino inicial do backup, sendo que, sera transferida para o
repositorio final assim que a conectividade for restabelecida.
No caso do modo de operagao Servidor, € necessario configurar o “Guest Processing”. Aqui € possivel
configurar:

e Processamento application-aware

e Indexagao de file system
No processamento de aplicagbes configuram-se as credenciais de acesso ao MSSQL, Oracle e Sharepoint e se
sa0 processados os Transaction Logs.

E também possivel configurar a execugéo de scripts, antes e depois do backup.
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Al

Processing Settings

General SQL Oracle SharePoint Scripts

|| Specify Microsoft SQL Server account with database admin privileges:

Usermame:

Password:

Choose how this job should process Microsoft SQL Server transaction logs.
@ Truncate logs (prevents logs from growing forever)
() Do net truncate logs (requires simple recovery model)
() Backup logs periodically (backed up logs are truncated)
Backup logs every: | 15 : minutes

Retain log backups:

@ Until the corresponding image-level backup is deleted

Keep only last: 15 : days of log backups
No ultimo passo configura-se o agendamento dos backups.
< Back Create New Windows Backup Policy
) Access Type Schedule
Choose when you want backup job to be started automatically.
(O Backup Policy Name
B Run the job automatically
(O Operation Mode
@ Daily at this time: [ 100 PM ~ ] [ On these days ~ ] Monday, Tuesday, ...
(O Backup Mode
() Monthly at this time: 10:00 AM v First v Sunday v January, February,... ~
O Files =
() Periodically every: 1 » Hours ~ | Schedule...
O Destination

B Automatic retry

O Cloud Repository Retry failed job: times
O Backup Quota Wait before each retry for: minutes

(O Backup Cache ["] Terminate job if it exceeds allowed backup window  Window..
If the job does not complete within allocated backup window, it will be terminated to prevent snapshot commit during production hours.
(O Guest Processing

I © Schedule

O Summary

E finalmente revé-se e finaliza-se a configuragao.

5.7 Gestao de backup jobs

Para visualizar e gerir os backup jobs existentes deve-se carregar em “Backup Jobs" no menu lateral esquerdo:
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All Companies

Monitoring

[T overview
[l Active Alarms
@G RPO&SLA

B Resources & Billing

Analytics

® Session States

b TOPs
47 Trends

Management

€'=.‘?. Backup Jobs

3 Protected Data

Clients

Companies

&) Discovery

Reporting

Reports

Overview

Data Platform Scorecard C

M

100% e1e0

RPO Overview (24 Hours) 52

0,
100.0%

O 100% o100

Job Sessions Overview (24 Hours) 52
Well Done ‘
Your Data Platform Status Score is above 90%. q
[
Protected Data Overview G
B
L

Ty I

Aqui podemos verificar que jobs e politicas estao configurados, qual o seu estado e quais os executados.

A coluna "Running Jobs" indica para cada maquina, quantos jobs estdo configurados e se estao a correr. A

coluna “Successful Jobs" indica se foram executados e se foram bem-sucedidos.
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All Companies| v

Backup Jobs
- @ A ® 6 O |=

Monitoring Computer Q Stauss Al @ A @ ® O = Filter (0)
Overview
L) Active Alarms
o
& RPO&SLA Company T Tenant Computer Tag OperationMode  Successful Jobs  Running Jobs Backup Policy
5 Resources &Billing Selected: 0o 1

Analytics MyFirstCompany1 myuserl ALCO0-LPT262 Not set... Server L Windows Backup...

B Session States
[& ToPs

A7 Trends
Management

% Backup Jobs
) Protected Data
Clients

[z Companies
5. Discovery
Reporting

[ Reports

Carregando sobre 0s mesmos, quer seja na coluna “Running Jobs" ou “Successful Jobs", obtém-se o detalhe e

pode-se fazer varias a¢des sobre 0 mesmo:

Agent Backup Job - ALCOO-LPT262 X
H
Job name Q staws: Al & A ® ® (O = Fitter (None)
+ Create Job a Download Logs  Exportto.. v
Backup Status Name Backup Policy  Destination Restore Points  Backup Size Scheduling Last Run Backup Target

Selected: 0 of 1

Lot a1 =

(=) Success Windows Backup Policy 4_ALC...  [§ Window...  myuserl_ALCOO-LPT262_Rep... 8 295GB Daily 22 minutes ...  Offsite

Aqui pode-se:
e Iniciar ou parar a tarefa de execugao do backup
e Criar, editar ou apagar uma tarefa de backup

e Aceder aos pontos de restauro
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Carregando sobre os pontos de restauro podemos ver uma lista com os varios backups efetuados:

Agent Backup Job - ALCOO-LPT262 X

g
| Jobname Q Staws: Al @ A ® ® O = Filter (None)
|  Actions ~+ Create Job ’ Edit Delete Job  f% Update Config s P &) Download Logs ~* Exportto.. v
n
[ | Backup Status  Name Backup Policy  Destination Restore Points  Backup Size Scheduling Last Run Backup Target
1

Selected: 0 of 1

() Success Windows Backup Policy 4_ALC... Q Window...  myuserl_ALCO0-LPT262 Rep... 28.5GB Daily 24 minutes ...  Offsite
Restore Points - Windows Backup Policy 4 X

~ Exportto..

| BackedUp ltems Date | Source Size Backed Up Data Restore Point Size

Personal Files 5/19/2026 3:29 PM - 14.0 GB 1.7 MB -
Personal Files 5019/2026 315 PM - 14.0 GB 1.7 MB
Personal Files 5/19/2026 2:49 PM - 171 GB 18 MB
Personal Files 5/19/2026 1:00 PM - 141GB 3.3MB
Personal Files 5/19/2026 11:58 AM - 14.4 GB 1.8 MB
Personal Files 5019/2026 1:26 AM - 14.4 GB 14.7 MB
Personal Files 5019/2026 10:45 AM - 177 GB 151 MB

Personal Files SMRIZ2076 1:00 PM - 307 GR 295GR ¥
Close

5.8 Recuperacao granular de ficheiros via portal
Para aceder aos backups existentes e respetivos pontos de restauro deve-se ir a "Protected Data” no menu

lateral esquerdo:
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All Companies

Monitoring

= Overview

[ Active Alarms
@ RPO&SLA

) Resources & Billing
Analytics

0 Session States
fs TOPs

47 Trends
Management

22 Backup Jobs
Clients

[[1 Companies
L Discovery

Reporting

Overview

Data Platform Scorecard

49.0%

Well Done

Your Data Platform Status Score is above 90%.

Protected Data Overview

100%
RPO Overview (24 Hours)

100%
Job Sessions Overview (24 Hours)

Organizations He

Most Affected Compan

N/A

A Thereis1co

el @0
5
o7 0
g
@ Healthy
@ Warning
@ Error
Quota Usage
Backup Agents
Unlimited

Para efetuar um restauro, deve-se selecionar a maquina pretendida e em seguida "File-Level Restore Portal":

All Companies

Monitoring
Overview

L1 Active Alarms
& RPO&SLA
] Resources & Biling
Analytics

M Session States
i TOPS

47 Trends
Management

22 Backup Jobs

B Protected Data

Protected Data

Computer Q| = Fitter (0)

Name T Backup Stat... Tag Backups Backup Copies Guest 0S Latest Restore Point Cloud Copy
Selected: 10f 1

),COO—LFTZSZ Active Not set... 1 - Microsoft Wi... 40 minutes ago Yes (40 minute..

Isto leva-nos ao portal de restauro:
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@ Browse
Browse: [ALC0O0-LPT262]

L search

Hestorelliss Job: Windows Backup Policy 4_... ~

2 Audit f
Restore Paint: \_L': Select...

Select restore point...

Aqui podemos escolher o backup job e o ponto de restauro pretendido:

@ Browse
Browse: [ALC00-LPT262]
= search
Resstree List Job: Windows Backup Policy 4_...
Audit Restore Point
May 2026 Restore points (8):

Su Mo Tu We Th Fr Sa 5/19/2026 4:24 PM (Latest >
(oo )

5/19/2026 3:29 PM

5/19/2026 3:15 PM

18 ' 5/19/2026 2:49 PM

5/19/2026 1:00 PM

EMOMNATE 11TE0 AN s

(@ Select Latest Restore Point m Cancel

Navegando pelo filesystem podemos selecionar um ou mais ficheiros e/ou pastas a recuperar, adicionando-0s

a lista de restauro:
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[ Browse
’ Browse: [ALCOO-LPT262]

2 search

[E Restore List

Job: Windows Backup Policy 4_... File or Folder... Q ~+ Add to Restore List

= Audit o
Restore Point: '\_LF 5/19/2026 4:24 PM (Latest)
(@] Name Type Path
~ 3 Root Selected: 2 of 4
~ o i@ folder Folder Ci\testfolder
> [0 System Volume Information [3 testdocl.ixt Text Document Ci\testfolder
4 testfolder B testdoc2.txt Text Document Ci\testfolder
=
folder! D testdoc3.txt Text Document C:testfolder
> [0 users

Adicionalmente a navegagao pelos pontos de restauro e sistema de ficheiros, é possivel procurar por ficheiros

no separador “Search":

Browse

Search: [ALCOO-LPT262]
=0 search

= No filters applied ~
[E Restore List

~  Item Name

Audit
Name Type Path Owner
~ Backup Job To search through restore points, enable the Indexing option for managed backup
~ Restore Point
~ File Type
~ File Owner
~ File Size
~ Backup Date
~ Last Modification
v
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Para que seja possivel usar a funcionalidade de busca no portal é necessario que
a indexacgao esteja ativa na configuracéo do backup job. Essa opcao so6 esta

disponivel no modo de operagao Servidor.

Depois de adicionar os ficheiros pretendidos a lista, navega-se até ao separador “Restore List" na barra superior.

O numero que surge a frente & o numero de ficheiros na lista:

[ Browse
Browse: [ALCO0-LPT262]
L search
& RestoreList (2) Job: Windows Backup Policy 4_... File or Folder... Q
] Audit A
ua Restore Point: (7 5/19/2026 4:24 PM (Latest)
Name Type Path
~ Root Selected: 0 of 4
v c: & folder Folder Ci\testfolder
> B3 system Volume Information [ testdocl.txt Text Document C\testfolder
v testfolder &) testdocZ.txt Text Document Ci\testfolder
.
folder! D testdoc3.txt Text Document C:\Mestfolder
> B1 users
|
Aitemos a Oopgao de remover, recuperar todos os ficheiros ou recuperar apenas alguns.
Browse .
Restore List: [ALCOO-LPT262]
2 search
B RestoreList (2) File or Folder Q RestoreStatis: Al A ® ® @
Audit
/N Restore ~ L Download 3 Remove from Restore List
(W] Name Type Restore Status Path Size Job Restore Point
Selected: 10f 2
8] folder! Folder @© Tobe restored Ci\testfolder - Windows Backup Policy 4_...  5/19/2026 4:24 PM
& testdoc2txt Text Document © Tobe restored Ci\testfolder 0B Windows Backup Policy 4_...  5/19/2026 4:24 PM

O método de recuperagao pode ser por Download para a maquina que se esta a usar para aceder ao portal,

restaurar para a pasta original substituindo o que 13 esta ("Overwrite"), ou restaurar para a pasta original, mas

criando uma copia do ficheiro ("Keep"):
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1~ Restore ~ | Download [ | Stop Restore % Remoave from Restore List

‘I'rj Keep Type Restore Status Path
{@ Overwrite

& folden Folder (5 Tobe restored C\estfolder
& testdocZ.txt Text Document (5 Tobe restored C\testfolder

Na opcao “Audit” é possivel verificar o que foi restaurado, quando, que utilizador o fez e qual o0 método:

5 Browse .
Audit: [ALCO0-LPT262]
2 search
ile or Folder User. tatus: ©@ A @ store ime s ortto..
B Restore List (1} File or Fe Q Q 5 Al Restore Type: Al 5 4 B AT ~ Exp
Name Type Restore Status Path Size Job Restore Point Restore Type User Restore Date |
B testdoc2xt Text Document © Success Citestfolder 0B Windows BackupP..  5/19/2026 424 P 3 Overwrite 1abreselier 5/19/2026 4:42 P

“ Session Log - testdoc2 txt

smus: Al 2 A @ L
Action Status Start Time End Time Duration
Restering data from restore point. @ success 5/19/2026 4:41 P 5/19/2026 4:41PM
Mounting restore point @ Success 5/19/2026 4:41PM 5/19/2026 4:41PM
The restore point is already mounted. © Success 5/19/2026 4:41PM 5/19/2026 4:41PM
Restoring file “C:testfolder\testdec2.txt* 5/19/2026 4:41PM 5/19/2026 4:41PM
Restoring file "C:\testfolderttestdoc2.txt* 5/19/2026 4:41PM 5/19/2026 4:41PM
Starting the restore task for 1item.. @ Success 5/19/2026 4:41 PM 5/19/2026 4:41PM

5.9 Recuperacao completa da maquina

Para que seja possivel a recuperagado completa da maquina é conveniente criar antecipadamente um meio de
recuperagao.

Para isso, para cada maquina passivel de recuperacgao total, deve-se aceder a aplicagado "“Create Recovery
Media".

Existe um problema conhecido com Recovery Medias criados a partir de
Windows Server 2022. O Recovery Media pode falhar durante o boot ou
apresentar erros de certificado SSL mais a frente. Recomenda-se que se use
outra versao de Windows para o criar.
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File Level Restore
M

M

Veeam Agent for Microsoft Windo...

Veeam Service Provider Console M...

M

Volume Restore

£5 B videoLan
C!:l l Vitware

O processo é bastante simples, como se pode ver nos quadros seguintes.

Create Recovery Media

Recovery Media
Image Path
Ready to Apply

Progress

Recovery Media
? B | Specify bare metal recovery media options.

Available bootable media types:

MName

llmage

Type
150 image file

Capacity

[] Include decryption key for seamless restore from encrypted backup (protects from password loss)

Include network connections settings from this computer (recommended)

Include hardware drivers from this computer (recommended)

[ Include the following additional storage and network hardware drivers:

Folder

Cancel

Podem-se adicionar drivers por forma a garantir a operacionalidade da maquina recuperada no ambiente

destino. Por exemplo, para garantir que uma maquina recuperada num ambiente vmware tenha acesso aos

drivers das placas de rede virtuais, graficas e etc, deve-se adicionar o path onde estes se encontram na maquina

atual:
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Create Recovery Media *

— Recovery Media
? B . Specify bare metal recovery media options.

ey [ EE HAvailable bootable media types:
Image Path MName Type Capacity
— . .

Ready to Apply Image 150 image file
Progress

[ Include decryption key for seamless restore from encrypted backup (protects from password loss)

Include network connections settings from this computer (recommended)

Include hardware drivers from this computer (recommended)

Include the following additional storage and network hardware drivers:

Folder Add...
i C\Program Files\Commen Files\VMware\Drivers
Create Recovery Media X

_ Image Path
? » "-I Specify where you want us to save the created 150 file,

Recovery Media 150 file name and location:
| C:\Usersh Administrator.Documentsh VeeamRecoveryMedia_WinClient1.i Browse...

Image Path

Ready te Apply [] This share requires access credentials:

Progress

< Previous Mext = Cancel
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Create Recovery Media

Progress

Create Recovery Media X
e Ready to Apply
? » \'-I Review the settings you have specified, and click Create to create the recovery media.
Recovery Media Summary:
Recovery media will be created with the following settings:
Image Path Include network connections settings from this computer
Hardware drivers to include:
Ready te Apply Current system drivers
C:\Program Files\Common Files\VMware\Drivers
Progress
Destination: C\Users\Administrator\Documents\VeeamRecoveryMedia_WinClient1.iso
< Previous Cancel
X

? b | Please wait while recovery media is created. This may take a moment.

Recovery Media
Image Path
Ready to Apply

Progress

M_GP_301v3.0
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Log:

Message Duration
Mounting Recovery Environment image 00:20
Copying Veeam Recovery Environment files 00:04
Adding .MET Framework 00:15
Adding systemn drivers 00:04
Copying boot files 00:01
Unmounting recovery image 0111
Creating 150 image 00:02

Recovery media has been created
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A partir deste momento pode encontrar o ISO do meio criado na pasta definida anteriormente. Deve guardar o

mesmo por forma a utiliza-lo para fazer boot a maquina quando necessario.

).2 Criagao do meio de recuperagao em maquinas Linux

Para que seja possivel a recuperagao completa de maquinas Linux, € necessario um meio de recuperagao

baseado em Linux.

Pode ser usado um meio genérico, que pode ser solicitado a Ar.

Recuperacao com base no Recovery Media Windows

Fazendo boot com o meio de recuperagao criado anteriormente, surge uma primeira janela com opgdes de

configuragao da ferramenta e de recuperagao.

Veeam Recovery Media 13.0.2

Created from Mic Wir ~bit)

Windows Recavery
Environment

Launch M
image rec

E necessario garantir que os drivers Windows estdo carregados para a maquina que se pretende recuperar. Na
janela inicial pode-se verificar se os drivers de rede estao carregados (no caso apresentado ndo estao) e pode-
se fazé-lo carregando em cima do icone de rede.

Existe um problema conhecido com Recovery Medias criados a partir de
Windows Server 2022. O Recovery Media pode falhar durante o boot ou
apresentar erros de certificado SSL mais a frente. Recomenda-se que se use
outra versao de Windows para o criar.
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Veeam Recovery Media 13.0.2

Bare Metal Recovery

e Veeam

computer.

Windows Recovery
Environment

Launch Microsoft Windows system
ima covery environment.

Vai aparecer uma janela com informagao das redes e onde permite a configuragao dos drivers:

Hardware Drivers
All storage and network adapters for which drivers are available are shown below. If your recovery media does not include
drivers far some adapters, click Load Driver below to supply the driver manually.
Network settings
Storage and network adapters:
Awailable netwarks:
Name State
Properties
Disk drives

= Intel(R] 8237158 PCl Bus Master IDE Controller Online
E=IATA Channel 1 Online
== ATA Channel 0 Online

{=i Microsoft Storage Spaces Controlier Oniine

& Network adapters
50 Microsoft Kernel Debug Metwork Adapter Online

Mo network adapters detected.
Please load a driver to continue,
Q‘Ecad network adapter \:lmer>
o || g
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[=]

All

dri{ Load Driver

@ e

St Load custom drivers for hardware installed in this computer. The drivers are usually supplied by hardware
manufacturers on CD disks or USB drives, alternatively they can be downloaded from the vendor's web site.

Driver file:

=TATA Thannel T

Network adapters

Navegar até a pasta de "Drivers":

‘ I Browse... |
Show unknown devices Cancel
Tnline
= Microsoft Storage Spaces Controller Online
@M\crusuﬁ Kernel Debug Network Adapter Online

(=]

Al
dri \
Stq | Open Driver file =
Look in: ‘ - Boot (%) v| (@ 0 i
= % MName - Date modified Type
o 9/19/2024 11:49 AM  File folder
Ll Quickaccess Program Files 9/15/2018 T:3TAM  File folder
= . Program Files (x36) 9/15/2018 7:37 AM F?\efolder
sources G/15/2018 7:39 AM File folder
N Desktop Users 9/15/2018 37 AM  File folder
@ - VeeamRecovery 9/19/2024 11:51 AM  File folder
(| Windows 9/19/2024 11:49 AM  File folder
Libraries
This PC
< >
File pame: || V| I Open
Files of type: INF files (*inf) ~ Cancel
Lo oK
E escolher o driver em conformidade:
Open Driver file @
Look in: | Drivers [ w | <] 5 Al Fr
i Name Date modified Type
) cdrom.inf_amd&d_c9d3aaal0821d960 9/19/2024 11:49 AM  File folder
L Quick access disk.inf_amd64_a1921b993774dbed 9/19/2024 11:49 &AM File folder
- . kdnic.inf_amd®4_dabad2661bd3c83f 9/19/2024 11:49 AM  File folder
mshdc.inf_amd&4_651302d7f15a%a01 5/19/2024 11:49 AM  File folder
N Desktop netavpna.inf_amdéd_35492585%4cThddd 5/19/2024 11:49 AM  File folder
! - netgrea.inf_amdbd 9ccb31456510d62f 9/19/2024 11:49 AM  File folder
™M netrasa.inf_amdéd_9abB876f7503e0129 9/19/2024 11:49 &M File folder
Libraries netsstpa.inf_amded_360d6bT004dd7Ecf 9/19/2024 11:49 AM  File folder
- pvscsiinf_amdéd_aba3f32c6f3a818c 9/19/2024 11:49 &AM File folder
L._a spaceport.inf_amd6d_ada2B6felbdfeTod 9/19/2024 11:49 AM  File folder
This PC vimxnetd.inf_amd6d_6%55aad251a1625d 4/19/2024 11:4% AM  File folder
< >
_ File name: w | I Open
|
] Files of type: INF files (*.inf) w Cancel
o
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No caso de se estar a recuperar para uma maquina que nao a original, € necessario
criar um Media Recovery que inclua os drivers necessarios para esta nova maquina

de destino.
-]
[=]
All He
dri{ Lead Driver @
St Load custom drivers for hardware installed in this computer. The drivers are usually supplied by hardware
manufacturers en CD disks or USB drives, alternatively they can be downleaded from the vendor's web site, ]
Driver file: | X\Drivers\Drivers\wmxnet3\ Win8\wmxnet3.inf | E Browse... ;
=l Show unknown devices Install Cancel

E=IATA ChannelU

Unline
E=1ATA Channel 1 Online
= Mirrnenft Storane Snaces Controller (Inline

Depois do driver de rede instalado, verifica-se a configuragao de rede e altera-se em conformidade:

Network Settings @

. Properties
ila P
Connect using: —
_oq

TE

|vmxnet3 Ethernet Adapter | —

Network settings ==

@ Obtain an IP address automatically
Available networks:

O Use the following IP address
Emnn Properties
otemes ) =)

(®) Obtain DNS server address automatically

() Use the following DNS server address

Load network adapter driver

0K Cancel Cancel
E i

Depois de corretamente configurado, pode-se verificar que o icone de rede ndo apresenta indicagéo de erro.
Pode ainda ser necessario instalar outros drivers (por exemplo de disco/storage). Assim que todos os drivers

estiverem instalados, pode-se prosseguir para a recuperacao Bare Metal.
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Veeam Recovery Media 13.0.2

Created from b ft Wind

Windows Recovery
Environment

ch Microsoft Windows system
Je recovery environment.

Como pretendemos recuperar a maquina com um backup do repositério da Ar, escolhemos “Network storage”

como localizagao:

Volume Level Restore

Backup Location
¢ Specify where the backup files you want to restore from reside,

=]
WBsdaspiacstion [ O toctstorage

Select this option if your backup files reside on a locally sttached storage. We will search all

Network Storage volumes and select backup file with the latest restore point automatically.

Shared Folder

Backup ! Browse
Restore Point Load driver
Restore Mode
Summary (® Network storage

@O it your backup files are stored on a fileshare, object storage, Veeam backup
Progress repository or Veeam Cloud Connect repository.

< Previous Finish Cancel

e "Veeam Cloud Connect repository”
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[ Volume Level Restore @

MNetwork Storage
¢ Specify the network storage type holding the backup files you want to restore from.

=

Backup Location () Object storage
Select this option if your backup files are stored in an on-prem or cloud object storage.
Network Storage
(O Shared folder

Select this option if your backup files are stored in an SMB (CIFS) share on a Network Attached
Storage (MAS) device or on a regular file server

Service Provider

Credentials
() Veeam backup repository

Backup Select this option if vour backup files are stored in a Veeam backup repository.

(8) Veeam Cloud Connect repositol

p files are stored in a cloud repositery hosted by the Vesam Cloud

Restore Point

Trenrals Connect service provider.

Surmmary

Progress

Configure network settings

EN < Previous Cancel

O préximo passo é introduzir o enderego da gateway da Ar que foi enviado no email de boas-vindas (por defeito
usar dpgateway.artelecom.pt na porta 6180):

g Volume Level Restore @

Service Provider
m Specify a DMS name or IP address and a port number received from the service provider.

[Em)

Backup Location DMS name or IP address: Port:

dpgateway.artelecom.pt 6180 =
Metwork Storage

Default service provider's port is 6180. If connection cannot be established, contact your service

Service Provider provider to make sure the settings are correct.

Credentials
Backup
Restore Point
Restore Mode
Summary

Progress

< Previous Cancel

Depois de verificado o certificado SSL, € solicitada a introdugao das credenciais de acesso do utilizador owner

da companhia de onde se esta a recuperar. Estas credenciais correspondem as que foram definidas quando se
criou o tenant, como é descrito no ponto 4.2.
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=

Backup Location
Network Storage
Service Provider
Credentials
Backup

Restore Point
Restore Mode
Summary

Progress

g Volume Level Restore
Credentials
m Specify credentials that you have received from the service provider and validate the certificate.

— | You have connected to service provider dpgateway.artelecom.pt

Verified by:  CM=>5ectigo Public Server Authentication CA DV R36, O=>5ectigo Limited, C=GB

Certificate is verified by third party.

Username: | myu 5er‘||

Passward: |uu.

< Previous Mext »

Cancel

e apos corretamente autenticado, podemos escolher qual o backup a recuperar:

Volume Level Restore
Backup

Specify a backup to restore from. You can type in a few letters of your computer name in the search field to quickly locate the

IZI required backup,

[l

Backup Location Selected computer: WinClient1
N S Mame Last backup Restore points
4 E.‘ Server: Entire computer. Microsoft Ex..  3/20/2026 12:33 ...

5/20/2026 1233 ... 2

Service Provider B WinClient1
4 .b'_’J Windows Backup Policy 4_ALCOD-LP...
Credentials
Backup
Restore Point

Restore Mode
Summary

Progress

5/20/2026 1:03 PM

|§ ~ Type in an ohject name to search for

Ql

< Previous Mext = Cancel

qual o ponto de restauro e avangar carregando em “Next":
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| 4
g Volume Level Restore @
Restore Point

¢ Select a desired restore point.

Backup Location Computer name:  WinClient1 Volumes included: C
Disks included: ~ Disk 0

MNetwork Storage fsks Include '
Operating system: Windows Server 2019 Standard

Service Provider Available restore points:

Credentials Created Type
Ifj-'f less than a day ago (12:33 AM Wednesday 5/20/2026) Increment

Backup (1 less than a day ago (6:04 PM Tuesday 5/19/2026) Full

Restore Point

Restore Mode

Summarn

Progress

< Previous Mext > Cancel

No quadro seguinte temos a opgao de recuperar a maqguina completa ou apenas alguns volumes. Para este

exemplo, vamos recuperar a maquina completa.

g Volume Level Restore @
Restore Mode
* Specify a restore mode.

Backup Location (@) Entire computer

Restores the entire computer backup. All data on existing volumes of this computer will be

Network Storage overwritten with the data frem backup file.

Service Provid
ervce Frovider (O System volumes only
Credentials Restores only system volumes required for the operating system te function. Recommended in
situations when your computer does not boot up.
Backup
(C) Manual restore (advanced)
Restore Point Restores selected volumes only, with the ability to re-allocate partitions and volumes, This restore
mode should be used by advanced users only.

Restore Mode
Summary
Progress
View automatically detected disk mapping
< Previous MNext = Cancel

Se a maquina onde vai ser feito o restauro completo tiver particbes no disco, pode ser necessario fazer o
mapeamento manual das parti¢des restauradas. Se o disco estiver limpo, 0 Veeam criara as partigoées tal como

estavam na maquina original.
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Velume Level Restore @
Summary

Review the restore settings and click Restore to start the restore process,

|
Backup Location Summary:
Restored computer name: WinClient1
Metwork Storage Restore point: 5/20/2026 12:33 AM
Restore mode: Full
Service Provider Veolume(s) to restore: System Reserved; T
Drivers: Inject
Credentials Drivers used by the recovery media will be injected into the operating system during recovery. If the
restored system crashes while booting, perform the restore again with driver injection disabled in Tools
Backup > Drivers dialeg of the recovery environment.,

Restore Point
Restore Mode

Summary

m < Previous Restore Cancel

Depois do processo concluido, retirar o Recovery Media do boot e reiniciar a maquina.

Ao fazer boot por este meio, surge um quadro dando a opgao de iniciar o servigo SSH caso se pretenda fazer a

recuperagao remotamente.

S5H serwer will be started if no input is
provided.

55H will be started in 51 seconds.

[Start 5SH nowl

Continuando na consola, o proximo passo € aceitar os termos do licenciamento seguindo-se o menu de

recuperagao:
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MAIN MENL

R ore wolum
8%H server will be started if no input is RESthe ‘FllES
provided. Configure network
Exit to shell
Reboot
Shut down

88H will he started in 51 seconds.

[Start SSH nou]

Para recuperar a maquina a partir do repositorio da Ar é necessario garantir que a conectividade de rede esteja

ativa e, portanto, é necessario configurar a rede:

NetworkManager TUT
HATIN MEMU Flease select an option
Fdit a connection

Activate a connection
Set system hostname

Restore wolumes
Restore files

Configure net .
Exit to shell ;
Reboot e
Shutdown

| Edit Connection |

Frofile name M

Device
— ETHERNET <8haus
Etht — 3 <Add> — BG2. 1% SECURITY <shoup
Hired conr
<Edit. . .> — TPu4 CONFIGURATION FEEIMISS <Show>
— IPuE CONFIGURATION <Automaticx <Shouws

<Delete> [%] Automatically connect
[¥] Available to all users

<Cancel> <OK>
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| Edit Connection |

Frofile name [l

Device
— ETHERMNET <Shous
- 892.1¥ SECURITY <Shous
Disabled
— IPw4 CONFIGURATION| Automatic C<Shows 3
— IPvE CONFIGURATION| L FESianaln

L
(%] Automatically co
(%] Availabhle to all

<Cancel> <0k

Configurar a rede em conformidade e fazer <OK>:

| Edit Connection

Profile name [Jhig
Dewvice

— ETHERENET <shows
— 862.1X SECURITY <5how:

- IPvd4 COMFIGURATION <Manual:
Addresses <Add...>
Gateway

DNS servers <Add...>
Search domains <Add...>

Routing (No custom routes) <Edit...:»
MNever use this network for default route
Ignore automatically obtained routes
Iznore automatically obtained ONS parameters

Reguire IPvd addressing for this connection

— IPvE COWFIGURATION <Automatic: <Show:

(¥] Automatically connect
[¥] Awailable to all users

<Cancel> <OK>

No quadro que vai aparecer fazer <Back>
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Ethernet <Add>
Wired connection 1

<Edit...>»

<Deletes

A partir deste momento é possivel restaurar ficheiros ou volumes completos. Para isso selecionar a opgao

pretendida e escolher a localizagdo do backup a recuperar. Neste caso, escolher “Add Cloud Connect

provider..."
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SELECT BACKUP LOCATIOM

Mount local disk...

Add object storage repository...
Add shared folder...

Add YBR server (w12 aor later)...
fAdd Cloud Connect provider. ..

Configurar com a informagao recebida no email Boas-Vindas e introduzir as credenciais que foram definidas

quando se criou o tenant, como é descrito no ponto 4.2:

Specify Cloud provider parameters: Specify Cloud provider credentials:
LI o e e tewayaskar te lecom. pt Username: el
Default service provider's port is 6186. If e d:
connection cannot be established, contact with chrslleld |- 14+
your service provider to make sure the settings

are correct.

Port: [k

[Frev] [MNext]

[Prev] [Mext]

A partir daqui é possivel escolher o backup e qual o ponto de restauro a recuperar:
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Job name ostname Points

- Entire computer_LABL-

E quais os volumes:

Selecionar o dispositivo pretendido (neste caso das) e escolher “Restore from...":
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Dewice Restore Dewice

Restore from...

Escolher a opgao pretendida

Device Restore Device

Device

sda

e carregar em “S" para iniciar o restauro, seguido de Enter:
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CURRENT SYSTEM IN BACKUP

sda load ] sda 89,006

sdal sdal (shoot) sdal Seg.6M  Jboot (xfs)
sda2 (lvm) sdaz (1vm) 31.51G

sda3 (lvm) sda3 (lvm) 48. 660

rootvg rootvg 79.56G

root rootvg-root (/) root T7.56G 4 (xfs)
swap (swap) swap (swap) 2.98G

Select Start restore z ] =l Hain menu

RECOVERY SUMMARY
Create DOS partition table on sda
Create primary partition sdal on sda
Create primary partition sda2 on sda
Create primary partition sda3 on sda
Restore BIODS bootloader to sda
Restore sdal (scsi) to sdal
Add sdaz to rootvg group
Add sda3 to rootvg group
. Create root wolume on rootwg group
16. Create swap wolume on rootvg group
11. Restore dm-& (dm} to rootwvgsroot

[N w w S [ U S N o I A Y

Fress enter to start restore

IHjid=ldll Start Recowver

O processo vai iniciar e assim que concluido fazer "ESC" para voltar ao menu principal e fazer reboot.
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Yeeam Recovery Media

Duration

5.10 Recuperacao de items aplicacionais

A recuperagao de items aplicacionais é efetuada através de varios utilitéarios Veeam denominados Veeam
Explorer.
Estes permitem a recuperagao granular de:

e Active Directory

e Exchange

e MongoDB

e Oracle

e PostgreSQL
e SAPHANA
e SharePoint
e MSSQL

e Teams

Esta funcionalidade apenas esta disponivel para o cliente se 0 mesmo tiver um servidor Veeam Backup &

Replication nas suas instalagdes. Em alternativa, pode solicitar a Ar a recuperagao dos itens pretendidos.
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